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Companies pour a great deal of attention, resources, and money into 
software solutions covering Internet, network, application, visualiza- 
tion, cloud service, and other security concerns. Software security is 
only half the battle when it comes to securing the data center, how- 
ever. Implementing and maintaining physical security measures are 
also vital and arguably every bit as important. Turn to the Essential 
Business Tech department to learn more. 
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HOW WE USE THE INTERNET 

> New research from GfK Group highlights the most 
important differences between how Internet users in the 
U.S. use the Web on their PCs compared to how they use 
the mobile Web on their smartphones. This pair of charts 
illustrates the differences. 
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Note that percentages are rounded and do not add up to 1 00%. 



HALF OF ENTERPRISE 
ARCHITECTS WIELD 
SIGNIFICANT POWER 

> In a recently released report based 
on a July 2012 survey of EA (enter- 
prise architecture) practitioners in 
North America and Europe, Gartner 
claims that 50% of people in this po- 
sition "have a significant impact on 
enterprise IT budget activities and 
decisions/' Gartner analysts estimate 
that this impact amounts to "final 
decision-making" for $331 billion in 
enterprise IT spending worldwide 
and "a great deal of influence" over 
$774 billion. One upshot of the find- 
ings, according to Philip Allega, 
managing vice president for Gartner, 
is that "[technology and service 
providers should develop targeted 
marketing to this new generation of 
EA practitioner as they have signifi- 
cant influence on their organization 
buying decisions." Failure to do this, 
says Allega, will result in missed 
selling opportunities. 



4G LTE SUBSCRIPTIONS 
TO INCREASE 115% IN 2013 

> According to research firm IHS, 
the growth in 4G LTE (Long Term 
Evolution) cellular subscriptions 
will increase dramatically this year. 
Not only will the number of sub- 
scribers pass the 100 million mark 
for the first time, the total will sail 
past that benchmark; there were 
92.3 million LTE subscribers in 
2012, and IHS projects that there 
will be 198.1 million subscribers 
by the end of the year. Now that 
LTE is becoming a global standard 
rather than fighting for dominance 
among competing 4G technologies, 
the industry can focus on growth. 
"Rapid adoption will drive de- 
sign innovations, particularly in 
smartphones," says Wayne Lam, 
senior analyst for wireless commu- 
nications at IHS, "but issues like 
spectrum fragmentation will also 
remain an overhang for the LTE in- 
dustry that requires attention." 



NEW WIGIG WIRELESS 
STANDARD APPROVED 

> The standards group IEEE (In- 
stitute of Electrical and Electronics 
Engineers) approved the new Wi-Fi 
standard 802. Had, better known 
as WiGig, for use in new devices. 
In preparation since 2009, WiGig 
is a short-range wireless technol- 
ogy that operates in the 60GHz fre- 
quency and works at distances up 
to around 40 feet. Offering the- 
oretical data transfer rates as fast 
as 7Gbps, WiGig flies past exist- 
ing wireless technologies such 
as 802.1 In, which has a 300Mbps 
theoretical maximum and typical 
100Mbps data transfer rate. Office 
buildings and other areas where 
many people rely on wireless con- 
nectivity in a relatively small amount 
of space are likely to make the great- 
est use of WiGig initially, but in- 
dustrial and consumer products 
using WiGig will surely be released, 
as well. 
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REPORT: TOO MUCH 
BYOD ACTIVITY IS 
GOING UNMANAGED 

> Although IT departments are 
coming to grips with the BYOD 
(bring your own device) trend, re- 
search firm Ovum reports, more 
needs to be done. In a recent survey, 
Ovum found that more than 17% of 
respondents who bring their own de- 
vices to work say their employer's 
IT departments don't know they are 
bringing in those devices, and more 
than 28% of IT departments actively 
ignore it. "Unmanaged BYOD cre- 
ates a great data security risk, and the 
implications of losing sensitive data 
via a personally owned device can 
be dire from financial, reputational 
and legal perspectives," says Richard 
Absalom, consumer impact IT analyst 
with Ovum. The report also notes a 
stark contrast in the acceptance of 
BYOD among emerging, high-growth 
markets such as Brazil and Russia 
as well as among mature markets, 
with employees in emerging markets 
much more likely to use their own 
devices at work than employees in 
mature markets. 



IN BRIEF 

TECHNOLOGY NEWS 



CLOUD TO HEAVILY 
INFLUENCE SECURITY OVER 
THE NEXT TWO YEARS 

>* It's clear that organizations and 
governments are adopting cloud 
computing services in growing num- 
bers, often in order to counterbalance 
reductions in IT expenditures and 
workforce while maintaining opera- 
tional consistency. According to new 
research from Gartner, cloud-based 
security services are becoming more 
popular, as well. Gartner predicts 
that 10% of enterprise security solu- 
tion capabilities will be cloud-based 
by 2015. Noting public cloud infra- 
structure protection mandates will be 
in place in the U.S. by 2016, Lawrence 
Pingree, research director for Gartner, 
says, "Security technology providers 
will need to prepare their technologies 
in order to address potential mandates 
for critical infrastructure protection of 
public cloud environments." Gartner 
indicates messaging, encryption, au- 
thentication, remote vulnerability as- 
sessment, and data loss prevention 
are among the security capabilities 
that will increasingly be available in 
the cloud. 



THINK YOU'RE GOOD AT MULTITASKING? 
YOU'RE PROBABLY WRONG 

> If you multitask frequently, say talking on your 
cell phone while driving or using multiple media at 
once, chances are you're not effective at it, according 
to a study conducted by the University of Utah. "Our 
data suggest the people talking on cell phones while 
driving are people who probably shouldn't. We 
showed that people who multitask the most are 
those who appear to be the least capable of multi- 
tasking effectively," says psychology professor 
David Sanbonmatsu, senior author of the study. 



The study of 310 undergraduate psychology 
students also found: 



People who likely are the 
most capable of multi- 
tasking probably aren't 
multitasking because they 
are better able to focus at- 
tention on the task at hand. 



Respondents overinflate 
their perceived multi- 
tasking ability— 70% of 
respondents thought 
they were above 
average multitaskers. 



The inability to block 
out distractions and 
focus on a singular 
task is one of the 
leading contributors 
to multitasking. 



Using a cell phone 
while driving is 
generally a deliber- 
ate choice as people 
who do so tend not 
to be impulsive. 






AMERICANS MIXED ON 
PAYING WITH SMARTPHONES 

>* Faced with the idea of making pay- 
ments at retail stores (or just about 
anywhere else) with the tap of a 
smartphone in lieu of cash or plastic, 
Americans see the trend coming but 
have mixed feelings about whether it's 
a good idea. According to a November 
2012 survey conducted by Harris 
Interactive, 13% of respondents have 
either made such a payment or seen it 
first-hand and fully two-thirds think 
smartphone payments will eventually 
replace traditional payment methods. 
The following figures show how 
various age groups responded when 
asked if they are interested in using 
smartphones for in-person payments. 

ECHO BOOMERS (18-35) 

Very/Somewhat Not Very/Not At All 

Interested - 40° /o Interested - 46° /o 

GEN XERS (36-47) 

Very/Somewhat Not Very/Not At All 

Interested - 34° /o Interested - 53° /o 

BABY BOOMERS (48-66) 

Very/Somewhat Not Very/Not At All 

Interested - 1 8° /o Interested - 62° /o 

MATURES (67+) 

Very/Somewhat Not Very/Not At All 

Interested - 7° /o Interested - 67° /o 

ALL SURVEYED 

Very/Somewhat Not Very/Not At All 

Interested - 27° /o Interested - 56° /o 
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GARTNER'S ADVICE TO BANKS: 
GET WITH THEAPPS 

Asserting that banks are falling behind the times 
when it comes to keeping up with their customers' 
needs and online behaviors, Gartner's Maverick 
Research division advises that financial institutions 
stop focusing on applications (which Gartner calls 
"rigid and reactive") and concentrate on mobile 
apps and fully modernized Web APIs. As an ex- 
ample, Gartner offers the idea of a mortgage refi- 
nance app that could inform customers, with just a 
few taps, whether it makes sense to refinance based 
on current interest rates, and then provide an av- 
enue for pursuing a refinance transaction. "Security, 
scalability, performance, complexity, regulatory 
compliance and integration," Gartner adds, aren't 
truly barriers as they can all be managed. 

BUSINESS SECURITY GROUP 
ADDRESSES CLOUD ISSUES 

In its "Information Security Shake-Up" report, the 
Security for Business Innovation Council (advisory 
group to security organization RSA) asserts that 2013 
trends for organizations will include moving more 
business processes (including mission-critical and 
regulated data) to the cloud, initiating more big 
data projects, and devising ways to leverage social 
media. Addressing security concerns related to cloud 
computing, the report says that "demand for cloud 
computing will force organizations to find effective 
ways to evaluate their providers' security controls 
to ensure they meet requirements, including imple- 
menting continuous monitoring." 




AS TABLET USE RISES, 
EREADER SALES DECLINE 

>* It's a common trend as technologies advance: some- 
thing that does one thing well becomes supplanted by 
something that not only does that one thing well, but 
does a whole lot of other things, too. Such is the case 
with the dedicated ebook reader, which research firm 
IHS reports as having a bleak outlook in the next few 
years thanks to the wide availability of affordable tablet 
devices. According to IHS, ebook readers shipments fell 
from 23.2 million units at the end of 2011 to 14.9 million 
units at the end of 2012. IHS further predicts a continued 
decline, with shipments in the neighborhood of 7 million 
units by 2016. By contrast, IHS expects 340 million tablets 
will ship in 2016 compared to 120 million in 2012. 



TIME SPENT ON SOCIAL MEDIA: 



121 BILLION MINUTES 




> According to the latest "Social Media 
Report" from Nielsen and NM Incite, U.S. 
Internet users spent 121 billion minutes on 
social media in July 2012. That's a 37% in- 
crease over the previous year, as users spent 
88 billion minutes on social media in July 
2011. Facebook remains the top social media 
destination, followed by Blogger, Twitter, 
Wordpress, Linkedln, and Pinterest. The 
report indicates that U.S. consumers spend 
20% of their online PC time and 30% of their 
online mobile device time browsing social 
media websites. 
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STARTUPS 



NON-PROFIT STARTUP PROMOTES 
PROGRAMMING EDUCATION 

> What if everyone — even those with ex- 
tremely limited technical experience — could 
create a computer program? Giving everyone 
(especially school kids) a chance to learn com- 
puter programming is the overarching goal 
of Code.org, a non-profit startup founded by 
entrepreneur and 





angel investor Hadi 
Partovi. Based on the 
belief that there is not 
enough emphasis on 
computer training in 
schools and the ac- 
knowledgement that 
there are not enough programmers in the 
job market today to fill existing positions, 
Code.org is creating a database of program- 
ming schools and a platform to promote pro- 
gramming education. According to a source 
for TechCrunch, Facebook founder Mark 
Zuckerberg and Microsoft Chairman Bill Gates 
are on board to contribute a video for Code.org, 
with "Waiting For Superman" director Lesley 
Chilcott working behind the scenes. 




ISRAELI STARTUP SEEKS 

TO MAKE QR CODES MORE APPEALING 

>* Whether or not you know what they are called, you recognize QR 
(Quick Response) codes when you see them. They are small squares 
that look like pixilated black-and-white blotches, and they are used on 
packaging and in advertisements. If you have a mobile device that in- 
cludes a camera and a QR code-scanning app, you can use your device 
to "read" the code and access more information about it via the mobile 
Web. To help make QR codes a little less ugly, Israeli startup Visualead 
developed a service that 
lets customers combine 
QR codes with small im- 
ages the same shape and 
size. The result looks more 
like miniature pop art than 

something you might find affixed to a pallet in a manufacturer's ware- 
house. Visualead is currently working on a design that would also 
reduce the size of QR codes. 



U^Visualead 



NEW YORK & SILICON VALLEY STARTUP 
COMMUNITIES COMPARED 

>■ Startup Genome, an ongoing research project 
that provides city data for resident startups, recently 
released part one of an ambitious two-part report 
called the "Startup Ecosystem Report 2012." The first 
half of the report covers Silicon Valley, Boston, Los 
Angeles, and New York City, as well as 14 non-U.S. 
cities worldwide. Some of the report's more interesting 
comparisons exist between Silicon Valley and New 
York. For example, the report says New York startups 
"tend to monetize earlier, with a higher ratio of paying 
customers," adding that although this reduces risk, "it 
may also limit the startup's ability to be highly disrup- 
tive." On the other hand, a definite "funding gap" 
exists, with New York startups receiving "70% less 
funding than [Silicon Valley] in the second stage be- 
fore product market fit, probably due to a lack of super 
angels." The report finds that revenue models for both 
startup communities are "basically the same." Here 
are some additional findings: 



SILICON VALLEY 



54 



Ofo less likely to engage 
in on-the-side 
consulting activities 



1 



30 



Oj^ less likely 

to tackle "niche" 
markets 



NEW YORK CITY 



34 



Ofo fewer serial 
entrepreneurs 
proportionally 



58 



Gfo Target market 
58% less likely to 
be $10 billion-plus 



19 



0/ more likely to 
self-motivate 
with thoughts 
of "changing the 
world" vs. focusing 
on a product 



vs. 



Average working hours per day 



35 % 



more startups 
are consumer- 
focused and 35% 
less focused on 
SMEs as primary 
paying customers 



Average working hours per day 




1&1 WER HOSTING 



1&1 Windows hosting packages now feature 1 GB (up from 200 MB) 
MSSQL 2012 databases. In addition, we've updated ASP.NET to 
version 4.5 and added Dedicated Application Pools to achieve top 
flexibility and performance of your Windows-based web applications. 
As always, 1&1 data centers offer top security, featuring Cisco firewall 
protection and maximum uptime due to our geo-redundancy. 



*A Dual Hosting for Maximum Reliability 

Your website hosted across multiple servers 
in two different data centers, and in two 
geographic locations. 

Unlimited Bandwidth (Traffic) 

lpV6 Ready 



1&1 Starter 
Windows 






1and1.com 



* Offers valid for a limited time only. Visit www.landl.com for billing information and full promotional offer details. Program and pricing specifications and availability subject to change 
without notice. 1&1 and the 1&1 logo are trademarks of 1&1 Internet, all other trademarks are the property of their respective owners. © 2013 1&1 Internet. All rights reserved. 
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The Other Half Of 
The Security Equation 

Physical Security Considerations For The Data Center 



Appropriately so, companies pour 
a great deal of attention, resources, 
and money into software solutions 
covering Internet, network, applica- 
tion, virtualization, cloud service, and 
other security concerns. Software se- 
curity is only half the battle when 
it comes to securing the data center 
data, however. Implementing and 
maintaining physical security mea- 
sures are also vital and arguably 
every bit as important. As industry 
experts point out, an intruder who is 



able to tamper with or even remove 
a server full of data can effectively 
cripple the company. 

Throwing technology at the 
problem isn't enough, though. As 
Jenna Maertz, research analyst with 
Info-Tech Research Group ( www.info 
tech.com ), says, "Technology fails. 
Embrace this mantra when designing 
your security strategy. You can have 
the newest and shiniest technology 
in place, and a security breach can 
still occur. Have a backup plan, and 



a backup plan for your backup plan." 
To that end, the following explores 
various aspects of physical data center 
security to consider. 

VIEW EVERYTHING 
AS A WHOLE 

Assessing a data center's phys- 
ical components (entryways, access 
points, surveillance, etc.) to pinpoint 
where weaknesses reside is vital, but 
so is considering the data center as a 
whole. This means assessing physical 



Key 
Points 



: When it comes to protect- 

: ing the data center, software 

\ security is only half of the 

: picture; physical security is 

: a vital piece of the security 

: puzzle, especially when 

. ; hosting customer data. 



By viewing the data cen- 
ter and all of its processes 
and protections holisti- 
cally, you can identify 
weaknesses more easily 
than if you view each 
component separately. 



Keep access policies 
up-to-date, and bear 
in mind that digital 
access and physical 
access to the data 
center are equally 
important. 



A common strategy for 
physical data center pro- 
tection involves multiple 
security layers starting from 
point of entry and tracking 
to cabinet or rack level, 
with monitoring and alarms. 
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"Technology fails. Embrace this mantra 
when designing your security strategy 
You can have the newest and shiniest 
technology in place, and a security breach 
can still occur. Have a backup plan, and a 
backup plan for your backup plan." 

Jenna Maertz 

research analyst, Info-Tech Research Group 

Reviewing access policies prevents 
"inappropriate accumulations of access 
privileges as roles change over time and 
'orphan' access privileges remain open, 
even after someone has changed roles or 
left the company, and so on." 

Derek Brink 

vice president and research fellow, Aberdeen Group 



security and employee access, Maetrz 
says. "Your security strategy needs to 
take into account more than just the 
physical/' 

This strategy applies to businesses 
of all sizes, says Derek Brink, vice 
president and research fellow with 
Aberdeen Group ( www.aberdeen.com ) . 
A holistic risk assessment should en- 
compass logical and physical secu- 
rity and personnel safety, he says. 
"Most companies have implemented 
physical access control systems — for 
example, proximity-based card sys- 
tems — and just as there are policies 
for who should have logical access to 
data center resources, there should be 
policies for who should have physical 
access," Brink says. Review these pol- 
icies periodically, he says, to prevent 
"inappropriate accumulations of ac- 
cess privileges as roles change over 
time and 'orphan' access privileges 
remain open, even after someone has 
changed roles or left the company, 
and so on." 

Traditionally, physical and logical 
access control systems have been sep- 
arate and independently managed, 
Brink says. Research, though, indi- 
cates there are a few specific points 
of convergence. "One is the use of a 
common access credential — typically 
a card form factor — for both logical 
and physical access," he says. These 
deployments are most prevalent in 
government-oriented deployments 
based on the HSPD-12 [Homeland 
Security Presidential Directive 12] 
requirements and the PIV [Personal 
Identity Verification] standard but 
also adopted by enterprises, he says. 

Another convergence point is the 
aggregation and correlation of infor- 
mation and events in the back end 
to correlate physical events (such as 
walking in to the data center) with 
logical events (such as logging in to 
the servers) and raise a red flag when 
anomalies surface, he says. A third 
convergence point is the increasing 
use of standard Internet-based net- 
working (as opposed to non-stan- 
dard, proprietary networking) for 



physical security solutions, such as 
video surveillance and video ana- 
lytics, "which again provides an op- 
portunity for unification of policies 
and aggregation and correlation of 
information and events," Brink says. 

PROTECT IN LAYERS 

The security strategy commonly 
cited for physically protecting data 
centers is establishing multiple or 
concentric security layers starting 
from the point at which someone 
enters the property and tracking 
through to the cabinet and rack level, 
with some form of alarm or mon- 
itoring system (access cards, video 
cameras, guard stations, etc.) present 
at each layer. The following are com- 
ponents of this strategy. 

Exterior. The first line of defense 
starts at the facility's exterior and in- 
cludes evaluating how landscaping 
(trees, vegetation, boulders, ditches, 
etc.) can both provide protection 
from intruders and help intruders 
conceal themselves. Securing the 
exterior can also involve installing 
fencing and controlled parking; 



ensuring that door hinges face in- 
ward; using tinted, shatter-resistant 
windows and ballistic-grade mate- 
rial for every entryway; and placing 
surveillance cameras around the pe- 
rimeter. 

Entryways. Beyond limiting the 
number of entryways into the fa- 
cility (something that also reduces 
security-related costs), establishing 
one main point of entry where moni- 
toring and personnel verification 
takes place is recommended. Loading 
and delivery areas should also fea- 
ture controlled access, and fire doors 
should open from the inside only. 

Man traps. Some experts argue 
every data center should have man 
traps installed. Others argue they're 
effective if staffed and used properly 
but are not necessary for every data 
center. Regardless, a man trap offers 
a low-tech method of authorizing 
those entering the facility, as it uses 
two doors separating a contained 
space. By only allowing one person 
to enter the man trap at a time, per- 
sonnel can more easily authenticate 
every individual seeking entry. 
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Electronic locks and authentica- 
tion. Electronic access control sys- 
tems, preferably installed at every 
point of entry, are staples of physical 
data center security. Beyond, say, 
mandating the use of access cards, ex- 
perts strongly recommend requiring 
that individuals provide another 
form of access point identification 
to prevent such possibilities as one 
employee simply passing an access 
card to another employee. Additional 
authentication can include requiring 
the use of a PIN or passcode and/ 
or some form of biometric security, 
such as a fingerprint reader or retina 
scanner. Two-factor authentication 
is considered especially important 
in preventing "tailgating" or "pig- 
gybacking" incidents in which un- 
authorized visitors gain access by 
tagging along with authorized users. 
Examples include vendors, mainte- 
nance providers, visitors, and even 
employees. 

Human risks. When it comes to 
granting permission to enter the data 
center, Maertz says, "you need to 
have 100% confidence in anyone that 
you give access to, as these people 
suddenly have access to your organi- 
zation's most vital resource: its data." 
She advises granting access on an as- 
needed basis only. "If employee A 



needs access Monday through Friday, 
9 a.m. to 5 p.m., only give them ac- 
cess during those hours. If employee 
B needs access 24/7/365, then grant 
him access at all times," she says. 
Data center managers should review 
access policies frequently, she says. 
Info-Tech recommends companies 
review policy annually, at minimum, 
and on an ad hoc basis with per- 
sonnel changes. "If an employee's job 
description changes, change her ac- 
cess privileges," Maertz says. 

Social engineering. Social engi- 
neering is another risk that essen- 
tially involves an employee being 
manipulated into giving out an au- 
thentication code. Maertz says it "can 
happen to anyone, so you need to 
be creative with your authentication 
questions." Can you search the Web 
and find the authentication answer? 
"If so," Maertz says, "your data is at 
risk." Ultimately, she adds, "educa- 
tion is first and foremost. Train and 
educate your employees on how to 
detect a potential threat. Trusting 
employees might unwittingly give 
out information without giving it 
a second thought unless you alert 
them to the possibility of threats." 
Suggestions for handling visitors — 
including vendors, maintenance per- 
sonnel, and other third parties — is 



requiring and documenting current 
forms of ID, distributing temporary 
badges, requiring appointments or 
pre-arranged notice for entry, and al- 
lowing no exceptions to any estab- 
lished access rules. 

Video surveillance. Use of video 
surveillance or closed-circuit cameras 
at all access points inside and outside 
of the data center rates highly with 
most experts. "Even with access cards 
and biometrics, you can't always stop 
that additional employee that sneaks 
in with an authorized employee," 
Maertz says. "The authorized em- 
ployee has approval to enter the data 
center, but her guest does not, and this 
presents the opportunity for a huge 
security breach unless you can catch 
it." Various features of surveillance 
systems include support for motion 
detection; pan, tilt, and zoom abilities; 
and IP-based systems that enable re- 
mote monitoring via the Internet. 

Cabinets and racks. The length a 
data center goes to securing cabinets 
and racks can depend heavily on the 
level of risk it's willing to live with. 
While server cages, manual key ac- 
cess, card access, and biometric sys- 
tems are available at this physical 
level, Maertz says that for Info-Tech 
customers, rack- and cabinet-level 
security is rarely the norm. "Once 
you've restricted access to the data 
center as a whole, it becomes less es- 
sential that you restrict access at the 
rack level," he says. 

TRAINING IS KEY 

Ultimately, for the physical se- 
curity measures a company puts in 
place to work, staff members have 
to be knowledgeable and on board. 
To that end, physical security must 
be an ongoing, everyday concern 
that all data center employees par- 
ticipate in through awareness of se- 
curity policies and procedures for 
executing those policies, whether it 
involves knowing how to respond 
to an intruder, verifying a visitor's 
authentication, or monitoring an 
alarm system. 
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Enterprise Storage Options 



Local, Shared, Cloud-Based & Beyond 



Storage is one of the cornerstones to 
the infrastructure foundation compa- 
nies work so hard to build. But enter- 
prises storage options now stretch far 
beyond traditionally used hard drives 
and tape drives and extend to virtual- 
ized environments on shared storage 
and cloud services where data is 
hosted entirely off-site. With so many 
choices, it can be difficult to narrow 
down which types of solutions fit cer- 
tain use cases. 

Mark Peters, senior analyst with 
Enterprise Strategy Group (www.esg- 
global.com ), says it all starts with cost be- 
cause "if all storage was the same price, 



you'd put it all on main memory or solid 
state and be done with it." But that's 
not how the business world works, and 
companies have to be concerned with 
their budgets and bottom lines. 

For that reason, Peters suggests com- 
panies choose storage solutions based 
on their industry and the types of ap- 
plications they use. "One man's tier-1 
application is another man's tier-3 
application," he says. Where instant 
messaging and email may be mission- 
critical for one company, it might be of 
relatively little importance to another. 
That's why it's worthwhile to look at 
all available options and compare them 



on a case by case basis to determine 
whether or not they fit your company's 
specific needs. 

LOCAL STORAGE 

Local storage is the most common, 
traditional form of enterprise storage. 
It consists of direct-attached spinning 
disks or other media that are only con- 
nected to one server or one piece of 
infrastructure. According to Peters, 
many people use local storage "just be- 
cause it's there" and because it "often 
looks cheaper because it came with the 
server." But he warns that a series of 
direct-attached solutions can "end up in 



Key 
Points 



Consider local storage if 
putting data in a silo isn't a 
concern, and consider shared 
or network-attached storage 
to allow servers, applications, 
and data to communicate with 
each other more efficiently. 



The public and private 
cloud are great solu- 
tions for companies 
that want to expand 
capacity without 
spending extra money 
on infrastructure. 



Flash storage is 
smaller, faster, and 
quieter than hard disk 
alternatives, but it's 
also more expensive, 
so find use cases with 
the best ROI. 



Current storage media are 
not going away anytime 
soon, but new solutions 
emerge every day. Keep up 
with trends but don't jump 
on a bandwagon before the 
technology is proven. 
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"Once an organization understands the 
technical requirements for performance, 
capacity, scalability, accessibility, security, 
etc., they can get an understanding of what 
mix of storage technologies can be imple- 
mented to meet those requirements. It may 
be that the requirements of the applica- 
tions are all very similar, making it most 
appropriate to use the same storage solu- 
tion for everything. Alternatively, there 
may be distinct tiers or even specific appli- 
cations that have distinct requirements and 
should be deployed on storage technolo- 
gies targeted at their use case." 

Chris O'Connor 

senior research analyst, Info-Tech Research Group 



islands," sometimes unable to commu- 
nicate efficiently or at all. Still, there are 
proper uses for local storage, especially 
if your "application or server just needs 
the simplest storage," says Peters. 

Gene Ruth, research director with 
Gartner ( www.gartner.com ), says he 
"typically discourages folks from using 
direct-attached storage," but concurs 
with Peters that some use cases do 
make sense. "One might want to have 
an exchange email environment and 
one could set up a direct-attached disk 
with dedicated servers to support ex- 
change," says Ruth. "One could also 
set up what amounts to direct-attached 
storage for a high transaction rate data- 
base and they might set up a siloed set 
of physical hardware to support that 
very specialized application." 

SHARED STORAGE 
& VIRTUALIZATION 

According to Ruth, shared storage 
is "where probably 95% of workloads 
will fit." In fact, he says that shared 
storage is good for file shares, data- 
base support, server virtualization, and 
many other uses. Plus, there are many 
benefits to moving away from DAS 
(direct-attached storage) to a shared or 
NAS (network-attached storage) model 
for performance and consolidation. 

"If youVe got DAS attached to each 
of your servers, it's kind of captive to 
that server," says Terri McClure, senior 
analyst with ESG. "If you have 50% 
extra capacity on server A and you're 
at 90% on server B, you can't tap server 
A's capacity. It's just sitting there use- 
less to server B, and you'll have to go 
buy [more capacity]. One way is to use 
network storage for better utilization 
and greater efficiency. So, if you have a 
number of servers share a storage array 
and you have 50% overhead, any of the 
servers can get to that." 

Shared storage solutions and vir- 
tualization are very popular in the IT 
industry and their growth is expected 
to continue for the foreseeable future. 
In fact, according to Chris O'Connor, 
senior research analyst with Info-Tech 
Research Group ( www.infotech.com ), the 



efficiency and performance of virtual- 
ized environments have changed the 
way companies compare and evaluate 
storage options. And businesses are 
virtualizing more data and applications 
than ever before. "As consolidation 
and virtualization efforts have ma- 
tured, we've seen both increases to the 
density of virtual machines supported 
on physical hardware, as well as the 
virtualization of more mission-critical 
workloads." 

PUBLIC CLOUD STORAGE 

Cloud storage is beneficial to com- 
panies for many reasons, but to tie it 
back to local and shared storage, it 
can be used to back up of on-premises 
data storage devices to great effect, ac- 
cording to Mike Matchett, senior ana- 
lyst and consultant at the Taneja Group 
( www.tanejagroup.com ). In addition to 
backing up your on-premises storage, 
he adds that it can also be used "di- 
rectly as primary storage" for collabo- 
ration purposes, like file-sharing. 

McClure agrees that backup is a per- 
fect use for cloud storage, but that due 
to latency issues, it might not be the 
best fit for more intense uses such as 
hosting applications that require fast 



response times. She sees the cloud as a 
great solution for disaster recovery "be- 
cause it's much less expensive to stand 
up a copy of your data in a cloud in 
case something happens than it is to set 
up a remote data center somewhere." 
McClure points out that some compa- 
nies use the cloud for temporary addi- 
tional capacity, which is typically seen 
"in retail around the holiday season." 

O'Connor says that although he 
agrees that the three biggest benefits 
of cloud storage are "anywhere access, 
agility, and capital savings, many have 
found that the long-term total cost of 
storing data or hosting applications 
persistently in the cloud is greater than 
keeping it in-house." For that reason, 
he says, some companies are trying to 
move their solutions back on-premises, 
whether that's through the NAS or 
other types of cloud environments. 

PRIVATE CLOUD STORAGE 

In addition to the public cloud, com- 
panies also have the option of building 
their own internal, private clouds. For 
instance, Ruth says, many companies 
are building "scale-out, white box 
storage," which is essentially a group 
of direct-attached disks connected via 
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" Another technology that's really crucial 
that folks should be looking for is thin pro- 
visioning. Thin provisioning more effec- 
tively uses the capacity in a storage array 
When a storage administrator is asked to 
provision storage for a business group or 
one of their customers, oftentimes those 
folks don't know what they really need, so 
they may give them an unreasonably large 
number for the capacity they require. But 
thin provisioning is a way to incrementally 
support growing capacity, and is more 
cost-effective/ 7 

Gene Ruth 

research director, Gartner 



'These days, and certainly over the last 
few years, we're moving towards more 
sophisticated software and the storage 
is becoming less proprietary and more 
standards-based underneath. Most com- 
plex storage systems are actually software 
running on x86 servers with a bunch of 
standard disks underneath. Once you do 
that, it means you're working through 
standards, which means you can move 
data between systems or even across ven- 
dors. Is that endemic? No. Is it going to 
become more popular? Categorically, yes. 
I think it's exactly what users would want 
to do — have more flexibility." 

Mark Peters 

senior analyst, Enterprise Strategy Group 



nodes that create a 'Very resilient, scal- 
able storage environment ." And one of 
the best aspects of the private cloud is 
you use software to control the system, 
so you can build it on "inexpensive 
commodity storage, " says Ruth. 

Matchett agrees that private cloud 
storage, in addition to storage in public 
and hybrid environments, is a great so- 
lution for providing "good, distributed 
access for mobile devices, so that no 
matter where somebody is they can ac- 
cess their file or folder." Private clouds 
also offer companies much more 
control over their data, because even 
though data appears to be in the cloud, 
it is still readily accessible on-site or at a 
company-owned facility. 

FLASH STORAGE 

Another type of storage you might 
frequently hear about is flash storage, 
employed in SSDs (solid state drives). 
Flash storage is lauded for its high 
capacity, high speed, and overall ex- 
cellent performance relative to other 
physical media, but it's also much 
more expensive on a capacity basis. For 
that reason, some solutions are built as 
all-flash arrays and in server-attached 
forms, but flash isn't typically seen as a 
pure replacement for spinning disks or 
HDDs. Flash storage is commonly used 
for caching or auto-tiering purposes. 

"Some vendors offer SSDs as a tier of 
storage in an array in combination with 
automatic tiering capabilities that move 
hot data from spinning disk up to flash 
and cold data back to spinning disk," 
says O'Connor. "Others use SSDs or 
other flash devices as a cache to main- 
tain a copy of that data on fast storage, 
while a primary copy of the data is 
maintained on disk. From a buyer's per- 
spective, these are really just different 
approaches to the same problem. At the 
end of the day, there are some advan- 
tages of each approach, but both will 
meet the needs of most organizations." 

Peters has witnessed this same 
mindset shift in the technology world 
and says that when companies move 
some active input/output to flash, 
"you may well get an economic benefit 



for the entire system." Companies are 
also sidestepping the need for addi- 
tional spinning disks and using solid 
state for extra bandwidth instead. In 
the end, it's important to learn up front 
what uses are best for solid state in 
order to get the best ROL 



MAINSTAYS & 
FUTURE INNOVATIONS 

If there's one thing most storage ana- 
lysts agree on, it's that the price of flash 
storage will drop, and flash density 
will continue to increase. However, ac- 
cording to O'Connor, "flash will not 
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'There was the original type of object stor- 
age, which [could] deduplicate something 
and write once [and] read many times, 
where you could manage the lif ecycle of a 
piece of data completely and even have a 
storage system delete it when its lif ecycle 
was complete. But the archiving use case 
is evolving to a more active archive, where 
the new object storage types of solutions 
allow you to access those objects faster, 
globally replicate them easier, and share 
them widely" 

Mike Matchett 

senior analyst and consultant, Taneja Group 



"A lot of employees are not waiting for 
their employers to solve the [VPN access] 
problem and roll out corporate-sanctioned 
solutions. They are subscribing to these 
services on their own and storing corpo- 
rate data there. This is part of a phenom- 
enon called 'shadow IT/ The danger with 
that is when the employee leaves, the data 
in that personal account goes with them, 
and IT may never know what data that 
person had. It is imperative for IT to get 
in front of this and close the security gaps 
that this use of personal accounts creates." 

Terri McClure 

senior analyst, Enterprise Strategy Group 



replace spinning disk." The reason for 
this, he says, is because "current and 
projected data growth exceeds cur- 
rent projected decreases in the price of 
flash." That's why it's important not to 
jump on trends too quickly and over- 
commit to new, unproven technolo- 
gies. Still, there are now other storage 
technologies and approaches compa- 
nies should at least be aware of. 

One storage solution that is growing 
in popularity, according to McClure, 
is storage delivered by SaaS (software 
as a service), which also uses the ab- 
breviation SaaS (storage as a service). 
This space consists of file-sharing sites 
and services that most consumers are 
already familiar with. These solutions 
allow users to upload files to a cen- 
tral cloud-based hub and have "access 
to data anywhere, anytime, from any 
device," she says. However, McClure 
warns that companies need to be more 
aware of how employees use these ser- 
vices and ensure sensitive company 
data isn't shared without authorization. 

Another new approach, dubbed SDS 
(software-defined storage), is part of 
the emerging trend of giving almost 
anything in IT involving software (in- 
cluding networking) the "software- 
defined" label. Peters describes SDS 
as the "reintegration across all of IT" 
where companies are now following a 
convergence path rather than trying to 
keep everything separate. With SDS, 
companies can "keep the distributed 
consumption of material and the local 
and mobile ability to use data," but 
also make sure that the data center is 
properly consolidated. "We're putting 
the data and processing back together," 
says Peters. "We just create it, consume 
it, and use it locally." 

Perhaps one of the most promising 
new enterprise storage options for 
companies that need scalable storage 
is converged infrastructures. These are 
modular building blocks where the 
server, enterprise-class storage, and hy- 
pervisor are bundled together and are 
available in multiple configurations, 
depending on your needs. But the best 
part about converged infrastructure 



solutions is that they scale out quickly 
and easily without requiring additional 
capacity purchases. 

"You can simply add more boxes 
to your environment as it grows, and 
this underlying storage layer will ex- 
pand automatically," says Matchett. 
"The storage layer in these solutions 
also expands out as you add to it. One 
of the nice things about these solu- 
tions is that they tend to deduplicate 



internally and, by doing that, you can 
reduce your external costs for WAN 
optimization, backup, and for a host 
of other ancillary stuff you might have 
to do." 

Matchett adds, "It creates a LEGO 
building block, and these things are so 
simple and bring so much value to the 
table. And because they're so wrapped 
up, your support, staffing, and all your 
other costs really come down." 
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Communicate Now 

10 Ways To Prompt Employee Collaboration 



Not long ago, the market pre- 
dicted becoming a more flexible, 
empowered, and innovative com- 
pany on the type of business the 
company was and the type of 
structure instilled in it, says Brad 
Shimmin, principal analyst for col- 
laboration and conferencing with 
Current Analysis ( www.currentan 
alysis.com ). "What we're discovering 
in the last three or four years is that 
it's not the structure that makes the 
difference, it's the people that make 
the difference," he says. In other 
words, what counts most is getting 
the right people, not getting people 
in the same place. 

One result of this shift in many 
industries is that workforces are 
geographically dispersed, and com- 
panies are adopting collaboration- 
minded software and services to 
enable these employees to work 
as harmoniously as possible. "The 



trick," Shimmin says, "is unlocking 
and affording [employees] the op- 
portunities to do what people do 
best, which is collaborate and work 
together to solve problems. To basi- 
cally make their lives better and in 
doing so, make the company they're 
working for better." Adopting solu- 
tions alone isn't enough, however. 
Effectively prompting their usage 
and promoting their continued use 
is also key. The following are tips 
for doing so. 

LOOK INWARD 

Before implementing a collabora- 
tion solution, Shimmin says, com- 
panies should first look at their 
organizational structure and pinpoint 
any roadblocks that are preventing 
employees from communicating ef- 
fectively, silos that are isolating some 
employees from others, and pain 
points that might exist within existing 



communication solutions or prac- 
tices. This type of self-analysis will 
put companies in a "better position 
to move forward in assessing what 
kind of solutions are available on the 
market that can make them the better 
company they envision themselves 
becoming," he says. 

SEE THE BENEFITS 

For company owners and execu- 
tives who question why initiating 
better collaboration and commu- 
nication is even worth the effort, 
Shimmin says there are benefits that 
are "easily justifiable and easily quan- 
tifiable," as well as more nebulous 
benefits that are arguably more trans- 
formational. "At the bottom of the 
tree with the lowest hanging fruit," 
he says, is the benefit of saving travel 
costs via collaboration software that 
"lessens the amount of time involved 
with moving people around." 
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Collaborative technologies should be 
viewed "as part of how employees do 
their job and not provided as destinations 
that people are encouraged to visit 
from time to time/ 7 



Larry Cannell 

research director, Gartner 




Looking inward puts companies in a 
"better position to move forward in 
assessing what kind of solutions are 
available on the market that can make 
them the better company they envision 



themselves becoming." 

Brad Shimmin 

principal analyst for collaboration and conferencing, Current Analysis 



APPLY THE TOOLS 

Among tools companies have avail- 
able for prompting collaboration/ com- 
munication, says Alan Lepofsky, vice 
president and principal analyst with 
Constellation Research ( www.constella 
tionrg.com ), are blogs, wikis, and corpo- 
rate social networks, all of which enable 
information sharing. Activity streams 
allow employees to post questions and 
share information, including links to 
news, photos, and videos. Cloud-based 
file-sharing tools, meanwhile, enable 
colleagues to easily access, edit, and 
comment on current versions of pre- 
sentations, spreadsheets or other files, 
regardless of location. Elsewhere, so- 
cial task management tools help teams 
collaborate on projects, and Web con- 
ferencing and chat tools enable col- 
laborating in real-time. Ultimately, 
Lepofsky adds, the more integrated 
these tools are, the more effective they 
tend to be. 

MAKE TOOLS RELEVANT 

Picking the right collaboration 
tools is rarely a company's toughest 
challenge, says Larry Cannell, re- 
search director with Gartner ( www 
.gartner.com ). More challenging is 
making tools relevant to those em- 
ployees who are expected to use 
them on a daily basis. Businesses 
should work toward viewing col- 
laborative technologies "as part of 
how employees do their job and not 
provided as destinations that people 
are encouraged to visit from time to 
time," Cannell says. "This requires 
understanding things like an orga- 
nization's roles. Who do people in 
these roles communicate or collabo- 
rate with? What information do they 
need? Where is it? Or what triggers 
the need to collaborate with others?" 

SET EXPECTATIONS 

Cannell says it's almost unavoid- 
able that most teams and commu- 
nities working within organizations 
become dispersed over time. Market 
expansion, mergers and acquisitions, 



employees working from home, and 
hiring the best people for the job are 
among the many factors that can im- 
pact the geography of a company's 
workforce. Further, he says, even co- 
located teams have collaboration and 
communication challenges. Thus, ex- 
ecutives should "set expectations for 
how people work together," Cannell 
says. "Given a choice, individuals 
will almost always do whatever is in 
their own best interest." 

FOCUS ON KEY 
BUSINESS PROCESSES 

For collaboration to work, it has to 
have a purpose, says Lepofsky. "If or- 
ganizations simply install these tools 
and expect people to use them, they're 
bound to be disappointed," he says. 
"They should start by focusing on 
key business processes, such as sales, 
marketing, or support, and create 
online communities where people 
share information and best practices." 
According to Shimmin, collaboration 
tools work by allowing "for a very 
structured sort of crowdsourcing of 
knowledge that can be seen in con- 
junction with the businesses processes 



within a company." By tying collabo- 
ration platforms to line-of-business 
applications, he says, companies end 
up doing more than simply making 
employees more efficient. Because 
process streamlining is involved, com- 
panies end up enabling employees to 
stay within an application to carry out 
various tasks and, "more importantly, 
capture all that information." 

ASSIGN RESPONSIBILITY 

Companies that are successful in 
implementing collaboration solutions 
make it part of the employee's job re- 
sponsibility to actually use the solu- 
tion, Shimmin says. "It's expected of 
you to participate in this social network 
because the understanding is that you 
have value as an employee, and that 
value will translate back into the com- 
pany by your usage of this system," he 
says. "These systems become more ef- 
fective the more people who use them." 

AVOID "YET ANOTHER TOOL" 
SYNDROME 

A company that merely rolls out 
a social network without a clearly 
stated purpose behind it, Lepofsky 
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"If organizations simply install these 
tools and expect people to use them, 
they're bound to be disappointed. 
They should start by focusing on key 
business processes, such as sales, 
marketing, or support, and create 
online communities where people share 
information and best practices/ 7 

Alan Lepofsky 

vice president and principal analyst, Constellation Research 



says, will likely see a familiar pat- 
tern: an initial spike in usage fol- 
lowed promptly by a drop-off in 
usage as interest fades. Purpose- 
oriented usage for internal social 
networks can include such things 
as "innovation jams," company 
Q&As, or a knowledge base. "If 
the tools have a clear purpose and 
provide benefits to the employees, 
they will use them. Otherwise they 
will suffer from 'yet another tool 
syndrome/" 

CREATE REWARDS 

Lepofsky suggests considering 
"gamification" techniques, such as 
leaderboards and rewards, as pos- 
sibilities for motivating employees 
to use collaboration tools. Rewards 
should not be monetary, however. 
"Instead, organizations should focus 
on more creative incentives, such as 
using an executive parking spot for a 
week or getting to work from home 
for a day," he says. 

KEEP EMPLOYEES ENGAGED 

Establishing an environment that 
nurtures effective collaboration and 
communication requires keeping 
employees engaged in the conver- 
sation. "If someone asks a question 
and doesn't get an answer, they 
most likely won't come back," says 
Lepofsky. "If people share informa- 
tion and don't get comments, they 
may not post again." He suggests 
designating a community group or 
social media manager to route ques- 
tions to the right experts, share in- 
teresting news or images, and post 
polls and surveys. These and similar 
practices may strike some as unneces- 
sary measures, but actively encour- 
aging participation not only keeps 
employees interested, it also channels 
their energies and provides a clear 
path for engagement. 

ENLIST LEADERS 

Some companies that have 
proven particularly successful at 
incorporating collaboration tools 



into their business processes assign 
(and often pay) employees to serve 
as leaders, mentors, and evange- 
lists for the appropriate use of the 
tools, Shimmin says. "In doing so, 
these companies with a very struc- 
tured, top-down, mandatory but 
supported philosophy are finding 
they're able to get that elusive ROI 
on the other end of the spectrum 
with things like making the com- 
pany more innovative," he says. 

KNOW WHEN TO BACK OFF 

One danger of implementing a cor- 
porate social network is that execu- 
tives can get too deeply involved. It's 
best to be cautious with top-level in- 
volvement because it can potentially 
interrupt the free flow of information 
taking place among employees, says 
Shimmin. "You kind of want the fac- 
tory floor to be able to speak freely 
without any fear of recrimination," 
Shimmin says. 

AVOID MASS EMAILS 

To communicate with employees 
directly about company directions, 
competition, product launches, and 
other topics crucial to business, 
Lepofsky advises executives to use 
blog posts rather than mass email. In 
addition to providing more perma- 
nence, doing this enables employees 
to leave comments, which should 
receive responses in order for em- 
ployees to feel part of the conversa- 
tion, he says. Another possibility is 



holding a monthly open town hall via 
the social network to answer ques- 
tions in real time. 

DON'T SETTLE 

FOR WORKAROUNDS 

Rather than settle for work- 
arounds, "particularly those that 
rely heavily on email," says Cannell, 
create environments that foster ef- 
fective collaboration and commu- 
nication. "There is an unbelievable 
amount of intellectual capital that 
gets shared in email but is never re- 
used because no one can find it," he 
says. Additionally, seek out cases 
in which people rely too much on 
spreadsheets to track information vs. 
using a central system that everyone 
can contribute to. 

AVOID CREATING NOISE 

Leposfsky says integrating core 
business systems with enterprise 
social networking can help reduce 
the barriers that departmental ap- 
plications form. "For example, by 
broadcasting new leads into the 
company activity stream, the sales 
team may get assistance from a 
colleague who never would have 
known about the lead if it remained 
only in their CRM system," he says. 
"The pitfall here is that if too much 
information (from too many sys- 
tems) is added to the company's ac- 
tivity stream /newsfeed, then it will 
get too 'noisy' and employees won't 
pay attention." 
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The Ideal Modern 
IT Department 

How Increasing Cloud Reliance Is Altering Skills & Responsibilities 



Cloud computing could easily be nick- 
named "the great transformer" due to 
the way it's altering how companies 
operate their businesses. A growing 
number of enterprises are seeking out 
cloud providers to deliver and maintain 
infrastructure and applications, effec- 
tively taking over many of the tasks that 
internal IT departments have tradition- 
ally shouldered. 

For IT personnel, the increasing 
reliance on the cloud is resulting in 
a sea change of sorts in terms of the 
new cloud-centric knowledge and 



skills they're now expected to possess. 
In short, as companies actively archi- 
tect for cloud, IT must manage data in 
new ways; establish and operate new 
public, private, and hybrid cloud en- 
vironments; integrate disparate cloud 
services with internal infrastructure and 
applications; and work more closely 
with their company's business units in a 
strategic capacity. 

Here we explore the impact the cloud 
is having on IT departments, the skills 
that are becoming more important for 
IT personnel to possess, and the ways 



in which the cloud could reshape future 
IT departments. 

THE IDEAL 

Much evidence indicates that IT 
departments in companies of all sizes 
will likely feel the cloud's impact in 
years to come. A 2012 Uptime Institute 
( www.uptimeinstitute.com ) study found 
that 16% of respondents had deployed 
a public cloud and 35% a private cloud 
in 2011 vs. 25% and 49%, respectively, 
in 2012. Further, Matt Stansberry, Up- 
time Institute director of content and 



Key 
Points 



The role of IT departments 
continues to evolve as 
companies adjust to a new 
economy and invest more 
in cloud computing. 



Contrary to some ex- 
pectations, companies 
of all sizes (not just 
SMEs) are investing 
heavily in the cloud. 



About one-quarter of com- 
panies are restructuring 
their IT departments, and 
many changes are related 
to cloud computing. 



Successful IT profes- 
sionals need to know as 
much as possible about 
all of the primary func- 
tions of their companies. 
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'The unique combination of business 
knowledge and technical expertise will 
allow IT to play a strategic role in 
initiating technology-enabled business 
solutions, rather than react to requests 
from other departments/ 7 

Lynda Stadtmueller 

program director for cloud computing, Stratecast, 
a division of Frost & Sullivan 



publications, says contrary to the no- 
tion that small and midsized businesses 
are currently better suited for the cloud, 
analysts found that 32% of large compa- 
nies pursued the cloud in 2012 to meet 
compute demand while 19% of small 
organizations did the same. 

Given that cloud adoption is occur- 
ring, what does the ideal modern IT 
department look like, particularly in 
SMEs? Andy Woyzbun, lead research 
analyst for Info-Tech Research Group 
( www.infotech.com ), says Info-Tech can 
provide recommendations for imple- 
menting cloud-related IT services that 
will have competitive value to the or- 
ganization, take responsibility for se- 
lecting appropriate and cost-effective 
solutions, implement approved so- 
lutions, ensure stable operation, and 
make service adjustments to reach 
business targets. Overall, he says, the 
modern IT department guides an ap- 
propriate balance between internally 
delivered services and externally pro- 
vided services and "takes full responsi- 
bility regardless of the choice." 

Lynda Stadtmueller, program di- 
rector for cloud computing with Strate- 
cast, a division of Frost & Sullivan (www 
.frost.com ), says the IT department's role 
isn't necessarily to implement and 
maintain technology but to explore and 
assess how technology can help the 
business. "By offloading responsibil- 
ity for labor-intensive tasks like rou- 
tine infrastructure maintenance to a 
partner, the IT department frees up re- 
sources to explore the explosion of new 
technology available on the market," 
she says. 



Similarly, Clive Longbottom, analyst 
and founder of Quocirca ( www.quocirca 
.com ), sees IT staff's role shifting from 
being "technical gurus working on im- 
plementation, patching, and upgrading" 
to offering advice on options available, 
which will "require a greater level of 
understanding of the business itself, and 
for the business, to have its own risk 
profile defined so that the options pro- 
vided by the IT group can be fit in with 
the profile." If a SME needs document- 
sharing abilities, for example, IT would 
provide the information (cost, risk levels, 
etc.) about internal and externally hosted 
systems on which the company can base 
a decision. IT would then implement 
and manage the solution with any inte- 
gration, etc., as required, he says. 

COMING CHANGES 

Companies already using cloud 
services have likely undergone trans- 
formations in their IT departments. 
In the future, these will increase, in- 
fluencing size, management, funding, 
and other traits. 

Woyzbun anticipates three key 
areas of change for IT. First, IT de- 
partments must acquire solid vendor 
management and business analysis 
abilities, "as IT is still accountable for 
the performance of external suppliers 
and the communication of specifica- 
tions." Second, service costs previously 
hidden in overall IT budgets will 
become transparent. "Making suc- 
cessful business cases becomes more 
challenging, and there is increased 
pressure to make internal costs more 
transparent to compare them to market 



prices," Woyzbun says. Third, internal 
staff member numbers will generally 
drop, "typically driving an intelligently 
managed downsizing requirement." 

Stadtmueller, however, says while 
staff decreases are often touted as a 
cloud-related benefit, companies she's 
spoken with aren't downsizing but 
using staff more productively. "There's 
less time spent crawling on the floor to 
replace parts and more time spent as- 
sessing new applications and building 
business cases," she says. Another 
change, she says, involves line of busi- 
ness managers increasingly budgeting 
and purchasing SaaS [software as a 
service] apps without IT involvement. 
"Impatient LoB [Line-of-Business] man- 
agers are happy to sidestep what they 
often consider IT hurdles; and often the 
overburdened IT department sanctions 
or turns a blind eye to this behavior 
rather than deal with an unhappy 
constituent," she says. LoB managers, 
however, are rarely equipped to assess 
business risks associated with various 
SaaS services, she says. To support ini- 
tiatives and protect the business, she 
suggests IT establish internal app stores. 

For Longbottom, increased cloud reli- 
ance means "there is no need for uber- 
techies." Implementing, patching, and 
upgrading chores now fall to the cloud 
provider, he says. Internal IT's role 
becomes more strategic, involving se- 
lecting the right cloud provider and de- 
termining if it can deliver on promises, 
offers a stable model, provide offerings 
open enough to integrate with other 
cloud services, and more. 

REDEFINED SKILLS 

As IT departments increase their 
use of outsourcing or cloud or man- 
aged services, Woyzbun says key skills 
will include "incisive business anal- 
ysis (not just requirements collection) 
and effective vendor management." It 
will be essential, he says, to create in- 
tegration between disparate services, 
as most SaaS solutions address only 
part of an organization's application 
requirements. Conversely, application 
development skills are becoming less 
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"IT should be in strategic planning 
meetings with line of business 
departments, and the CIO (or equivalent) 
should be involved with board-level 
decisions so that technical options can be 
included as early as possible." 

Clive Longbottom 

analyst and founder, Quocirca 

The modern IT department guides an 
appropriate balance between internally 
delivered services and externally provided 
services and "takes full responsibility 
regardless of the choice." 



important as package software or SaaS 
replaces internally developed applica- 
tions. Elsewhere, simple technical jobs 
will decrease as organizations move 
to managed services and platform as a 
service/' he says. "On both the vendor 
management and analysis side, smart 
organizations are establishing special- 
ized positions or departments to carry 
out these responsibilities better. The 
transition to the cloud is moving slowly 
enough that retraining [IT] should not 
be a major challenge." 

Stadtmueller says IT must under- 
stand how sales, marketing, operations, 
finance, and other functions work, in 
addition to knowing the company's 
market, regulatory climate, and cus- 
tomer needs. "The unique combination 
of business knowledge and technical 
expertise will allow IT to play a strategic 
role in initiating technology-enabled 
business solutions, rather than react to 
requests from other departments." IT in 
many SMEs already possesses the busi- 
ness mindset, creativity, and drive to 
develop business-enhancing initiatives, 
she says. "They just don't have the time 
to think it through and execute." 

DEVELOPING RELATIONSHIPS 

Different business units have dif- 
ferent needs, but cloud computing mag- 
nifies this fact, meaning IT has a chance 
to help decide the direction various 
units take. As Stadtmueller says, "IT 
has an opportunity like never before to 
establish itself as a strategic organization 
fully aligned with business goals." She 
recommends IT departments become 
"cloud evangelists" that show other de- 
partments "how they can benefit from 
fast time-to-market, scalability, and low 
costs with the cloud." 

Woyzbun says good IT departments 
use the cloud to extend the IT-related 
options and capabilities they can pro- 
pose to improve performance. Weak 
departments "fall behind the business 
in identifying opportunities and lose 
control to the business if the business 
initiates the opportunity rather than IT." 

Operations-wise, Longbottom says 
IT can only provide the right options if 



it fully understands what the business 
does now and what it proposes to do 
in the future. "IT should be in strategic 
planning meetings with line of business 
departments, and the CIO (or equiva- 
lent) should be involved with board- 
level decisions so that technical options 
can be included as early as possible," 
he says. 

Thibodeaux says the cloud may 
present only a slight change for some 
companies' IT operations but may be 
much larger in others, impacting the 
department's behavior and the business 
processes of the entire company. "This 
is the reason for the momentum behind 
having IT become more of a partner to 
the lines of business than a supplier," 
he says. "The ability to use technology 
through the cloud can streamline the 
way IT is provided, but it can also 
streamline a business. By combining 
thorough technical knowledge with 
operational procedure and strategic 
objectives, IT can be a major player in 
moving a business forward." 

TOTAL ELIMINATION? 

Is it possible SMEs might adopt 
cloud services so greatly in the future 
they eliminate their IT departments 



Andy Woyzbun 

lead research analyst, Info-Tech Research Group 



completely? Similar to consumers in 
home environments, Stadtmueller 
says, the smallest of businesses just 
might do without IT specialists. Over- 
all, though, "few businesses will elimi- 
nate IT entirely, nor should they," she 
says. Because technology is more crit- 
ical than ever to business success, she 
says, businesses of all sizes need on- 
staff experts to understand and drive 
the value of technology solutions, in- 
cluding collaboration, social business, 
big data analytics, and new solutions 
forthcoming. SMEs will partner with 
experts to manage infrastructure, plat- 
forms, and software, she says, but will 
retain responsibility for growing its 
business securely and cost-effectively. 
"That's where IT will always have a 
role," she says. 

Woyzbun doesn't "see individual 
business units taking on the delivery 
of these services, even if all required 
applications were available as [SaaS] 
and the infrastructure services were 
obtained externally." Furthermore, he 
says, it's not certain the market will pro- 
vide cost-effective, comprehensive, and 
functionally adequate solutions for most 
industry sectors to enable them to fully 
depend on cloud solutions. 
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Control Your Cloud 

Integration, Management Tools & Usage Policies 



Cloud computing can be a great so- 
lution for companies looking to ease 
the burdens on their internal infra- 
structure or to add a little extra ca- 
pacity when necessary. But the cloud 
can also come with control issues that 
may make you question whether or 
not it was worth it to invest in the tech- 
nology. Dave Bartoletti, senior analyst 
with Forrester Research ( www.forrester 
.com ), says the private cloud isn't as big 
of an offender because the "ownership 
still stays within your four walls." But 
the public cloud, in particular, he says, 
is susceptible to loss of control because 
"if you're doing something in a public 



cloud sphere and starting out there, "losing control of ownership of the 

it's a fundamental shift in how you've data," says Bartoletti, while the IT 

done business." team may feel as though they are 

Bartoletti says enterprises will ex- "losing control over how technology 

periment with the cloud using SaaS decisions are made in general." 
(software as a service) solutions, but No company wants to feel like they 

the simple fact that SaaS involves have little or no control over a solution 
off-site computing can 
cause companies to 

feel a loss of control ^11 , • 1 

almost immediately. Cloud computing can be a great 
Cloud computing also solution for companies looking 
brings security is- ^ ease ^ burdens on their internal 

sues to the forefront, . r , , , 1 1 t..i 

because businesses infrastructure or to add a little 
may feel like they are extra capacity when necessary. 



Key 
Points 



Understand what 
factors lead to loss of 
cloud control and how 
integration is one of 
the biggest challenges 
for managing cloud 
environments. 



Communicate with your 
service provider or ven- 
dor to put together rock 
solid SLAs as well as find 
management solutions 
that will improve your 
private cloud control. 



Be wary when it comes 
to letting employees 
use cloud-based file- 
sharing services and 
know what should and 
shouldn't be stored in 
the cloud. 



Put individual cloud 
usage policies in place 
depending on the 
business unit, because 
not all departments 
require the same level 
of access. 
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"Where we see a lot of loss of control 
with the cloud is when business units are 
making decisions all by themselves in the 
cloud. The sales unit might say, 'We're go- 
ing to use an external sales management 
system/ but the IT team says, The reason 
we can't do that is we have a special pro- 
cess or we have data in our sales process 
that is governed by industry regulations, 
and we have to know where that data re- 
sides/ And those two people aren't talking 
to each other. The first step is to make sure 
that cloud involves both stakeholders." 



or service, which is why it's impor- 
tant to do research up front. But if you 
have already implemented a cloud 
environment and want to tighten the 
reins, it isn't too late. You can still pin- 
point where any issues originate and 
institute new solutions or policies that 
will help you regain control. 

IMPROVE YOUR OVERALL 
CLOUD INTEGRATION 

John Sloan, lead research ana- 
lyst with Info-Tech Research Group 
( www.infotech.com ), would add com- 
pany-wide integration to the list of 
factors that lead to loss of control. It 
may seem like a great idea at first to 
take advantage of the cloud through 
data and application migration. But 
if you don't plan ahead, you may 
end up "juggling a bunch of islands" 
and experiencing "poor integration 
between your internal resources and 
the cloud," Sloan says. 

With application integration, you 
may move some apps to the cloud 
and leave others within the organi- 
zation, possibly as part of a hybrid 
cloud environment. Then, you may 
realize down the road that you need 
these two apps to communicate with 
one another in order for them to 
work properly. You've already paid 
for the capacity you need to house 
that application in the cloud, so 
you have to decide whether to pull 
it back, move your other app to the 
cloud, or figure out a way to patch 
them together after the fact. When 
it comes to data integration, "you 
may have data in a cloud service" 
as well as "related data internally, 
so now you have two silos of data," 
says Sloan. Your data then becomes 
fragmented and it's difficult to know 
which one is your "single version of 
the truth," he says. 

The last piece of integration that 
can cause problems revolves around 
identity and access management. 
Sloan uses the example of an em- 
ployee having separate sign-on cre- 
dentials for an internal application 
and another housed in the cloud. If 



that employee leaves and you re- 
move his access to the internal app, 
he may still have access to the cloud- 
based solution. This type of situation 
can open the gates to troubling secu- 
rity issues and leave your company 
vulnerable to data loss or theft. 

The best way to prevent these is- 
sues is to look at your internal sys- 
tems and determine how they will 
integrate with the cloud services of 
a third-party provider. For data and 
application integration, you have to 
make sure they can communicate 
across environments and fully in- 
teract with one another. And for 
identity and access management, 
you should set up an integrated ac- 
cess management solution that cre- 
ates one username and password for 
every application. But you also need 
to speak to the service provider to 
make sure that your access system 
will integrate well with the vendor's 
existing management tools. 

BE CAREFUL WITH 
CLOUD-BASED FILE SHARING 

Cloud-based file sharing services 
are very popular in the consumer 
space, which is fine, but if your em- 
ployees decide to bring these ser- 
vices into the workplace without 



Dave Bartoletti 

senior analyst, Forrester Research 

your knowledge, "who knows what 
you've done to your security envi- 
ronment?" cautions Bartoletti. That's 
why you need to establish controls 
that will limit the types of data that 
can be placed on file sharing sites 
and prevent sensitive information 
from exiting the company. 

Sloan says that some file sharing 
services are better than others when 
it comes to integration and control. 
One such service features an enter- 
prise version that can be integrated 
into "Active Directory management 
for access" as well as SharePoint, 
he says. This not only unlocks file 
sharing functionality in other appli- 
cations, but also gives the company 
much more control over the data 
that can be moved into the cloud or 
downloaded from the cloud. 

However, if you integrate a file 
sharing service into your business 
and put the appropriate controls in 
place, you may still encounter in- 
stances where those controls aren't 
working and "you're finding that 
people are copying sensitive data 
up into the cloud instances. If this 
is the case, you may need to reeval- 
uate those workloads and determine 
whether or not they are a good fit for 
a cloud environment. 
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" [Integration] is one of the things that has 

belE \ been comin S throu g h loud and clear as 

USAGE POLICIES ) a sort of buyer's remorse. Look at your 

Some data and applications are a <^^f"^^ identity and access management, data, and 

perfect fit for the cloud while others ^fc^ application integration strategies before 

simply don t belong. For instance, 11 111 r 

Bartoletti says that "systems of en- yOU gO into the Cloud, SO yOU Can figure 

gagement," such as Web presence out how you can integrate those external 

systems that allow companies to in- services with your internal services so that 

teract with customers, are great for J 

the cloud because you can "launch you can continue to manage everything as 

them quickly, you don r t have to part of a single portfolio of services." 

buy a bunch of new infrastructure 

to build out a new offering, and the John S,oan 

kind of data you put on there gener- lead research anal V st ' lnfo ' Tech Research Grou P 

ally isn't that sensitive/' 

However, "systems of record/' like 

transaction, accounting, and ERP sys- not customer-facing and they don't availability percentage), but if for any 

terns, "are probably not the best first fit touch sensitive data. A great way to reason they don't hit the goal detailed 

for the cloud because they contain sen- get control over cloud in the organi- in your SLA, you need to know what 

sitive data," says Bartoletti. Plus, these zation is to start thinking about what the compensation will amount to, says 

solutions are often "high-performance your cloud usage policies should be." Bartoletti. You will feel much more in 

database applications that require a lot control of the cloud if you know where 

of processing power," he says. Bartoletti C M M U N I C ATE WITH S E R V I C E you stand with your service provider, 

admits that it may seem attractive to PROVIDERS & VENDORS You need to know if they'll give you 

move these to the cloud to save money Speaking to your service provider your money back in the event they 

on internal resources, but that it's "prob- about identity and access management don't hit a certain availability figure or 

ably not worth the loss of control to put is crucial, but you also need to discuss if they'll "own the problem and try to 

it up there, since your business is really SLAs (service level agreements) as well fix it," says Bartoletti. 

based on those systems being secure." as what you can expect from the cloud If you are working with a private 

Sensitive data and applications are provider in terms of security and trans- cloud or want to build one, then ser- 

always in danger of being moved to the parency. "How much will the service vice providers won't be involved, 

cloud simply because of human error or provider tell them about how things are but vendors will be. Private clouds 

lack of employee educa- run, what geography can come with their own control 

tion. To help counteract data will be kept in, and and management issues, so that's 

this, Bartoletti recom- what certifications the why Bartoletti says that many "vir- 

mends that companies Sensitive data service provider has to tualization vendors offer suites of 

put cloud usage policies and applications date?" Bartoletti asks. management tools that can help you 

in place to limit access -\ "Big service providers turn a set of virtual resources into a 

to certain types of data always are a l wavs actively get- cloud environment." But they can 

as well as help you seg- in danger of ting more and more cer- also help you "manage things like 

ment your workforce beinPT mOVed tifications so that they security and multi-tenancy." You 

into much more man- " can handle more and may want to invest in licensed or 

ageable groups. ^0 tile ClOUQ more sensitive data, so open source cloud tools that not only 

"It makes sense to simply because of y ou ma y want to talk to let you build clouds on top of your 

think about devel- hliman error them first to see what existing virtualized infrastructure, 

oping cloud usage kinds of certifications but also help you "isolate groups 

policies and doing it they have in place." from one another and automatically 

for different business When it comes to allocate resources as people request 

groups," says Bartoletti. "This busi- SLAs, it's common for cloud providers them," says Bartoletti. It all comes 

ness group may have one set of pol- to "do their best to give you a certain down to discussing available options 

icies and this other business group number of nines of availability" (re- with your vendor and finding the 

might have another because they're ferring to the number of nines in an solution that fits you best. 
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Cloud Computing 
Reconsidered 

Where We're At & Where We're Headed 



Years after the cloud computing 
hype machine first revved its engine, 
there's still some confusion and dis- 
sention among interested parties as 
to what "cloud com- 
puting" exactly means. 
What there isn't much 
confusion or dissen- 
tion about is that we 
are still in cloud com- 
puting's early days. 
Still, various surveys, 
research, and other data 
suggest that cloud com- 
puting adoption rates 
have grown steadily in 
recent years to impressive levels. Also 
impressive is the percentage of com- 
panies reportedly planning to adopt 
cloud-based services in the future 
relative to the number of companies 



indicating no such plans. So, just how 
far has cloud computing come in the 
last five years or so? What does the fu- 
ture hold for cloud computing? Read on. 

WHERE WE'RE AT 

Amy Larsen DeCarlo, 
principal analyst, se- 
curity and data center 
services, for Current 
Analysis ( www.current 
analysis.com ), says there's 
a growing awareness 
of cloud computing 
and cloud services from 
the executive level on 
down, though "we've sort of gone 
through the hype and the backlash." 

"In some ways," she says, "it's 
still very early days in terms of deploy- 
ments, especially if you're talking about 



infrastructure as a service." Work still 
remains in specifically pinpointing what 
"constitutes a cloud," she adds, as some 
services that aren't really cloud services 
have been rebadged as such. 

In addition, complications still exist 
from a technical standpoint concern- 
ing deployments and "the concept of 
moving into an environment where 
you have the ability to move work- 
loads between and among different 
clouds. Who will play a brokering 
role? Who has the capability to ensure 
workloads are migrated efficiently, 
and if there's an appropriate degree of 
security and stability?" 

Positively, businesses have done 
considerable work in determining if 
on-demand computing or storage can 
fit into their environments and in 
trying to devise enterprise-wide cloud 



So, just how 
far has cloud 
computing come 
in the last five 
years or so? 
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"Oftentimes, concerns over regulatory 
compliance, security, and cost are factors 
that cause organizations to delay cloud 
adoption decisions." 

Chris Wolf 

research vice president, Gartner 

"In the foreseeable future, there will be 
internal infrastructure but that internal 
infrastructure will be more cloud-like. 



strategies, she says. The industry 
has made good progress, and "in 
some areas that progress has been 
pretty extraordinary." In other areas, 
though, there's a long way to go. 

Between 2010 and 2011, Info- 
Tech Research Group reported an 
increase in SaaS (software as a ser- 
vice), IaaS (infrastructure as a ser- 
vice), and PaaS (platform as a service) 
adoption. A 2012 survey indicated 
a roughly 75% increase in compa- 
nies that had deployed some type 
of solution, according to John Sloan, 
lead research analyst with Info-Tech 
Research Group ( www.infotech.com ). 
That's up from about a 16% increase 
in 2010 and 28% increase in 2011. 
Approximately 40% of respondents 
were in the exploration phase, he 
says, and less than 20% said they had 
no interest in the cloud at all. 

Chris Wolf, Gartner ( www.gartner.com ) 
research vice president, says numerous 
Gartner clients are using SaaS and IaaS 
offerings, and there's increased interest 
in PaaS. That said, "there are also many 
organizations taking a wait-and-see ap- 
proach," he says. "Oftentimes, concerns 
over regulatory compliance, security, 
and cost are factors that cause orga- 
nizations to delay cloud adoption de- 
cisions." Still, he says, the cloud has 
made a significant impact, touching 
nearly every organization regardless 
of whether it's even using public cloud 
resources. For example, Wolf says, "or- 
ganizations are now commonly bench- 
marked by their business units against 
providers such as Amazon," something 
that leads to greater pressure to im- 
prove efficiencies and lower costs. As 
a result, "cloud computing is a win for 
the business, regardless of their rate of 
adoption," he says. 

SAAS VS. IAAS 

Traditionally, Sloan says, SaaS has 
topped IaaS and PaaS in interest level 
due primarily to its longer legacy. 
Between 2010 and 2012, however, IaaS 
drew much closer, he says, growing 
by 200% in terms of deployment. 
IaaS has benefited recently from a 




growth of server consolidation and 
virtualization inside enterprises and 
an increased interest in hybrid cloud 
approaches that combine agile in- 
ternal IT infrastructures with moving 
some infrastructure to external service 
providers, he says. "The number of 
IaaS providers has really sort of ex- 
ploded," Sloan says. He also attributes 
numerous local and regional service 
providers virtualizing their infrastruc- 
tures and creating IaaS offerings as 
a factor. 

Numerous organizations, says 
DeCarlo, have used SaaS as a re- 
placement or adjunct to existing ap- 
plications, including messaging and 
collaboration. Wolf says SaaS is well- 
suited for commodity business services 
that require little to no customization, 
such as HR systems and CRM. IaaS, 
meanwhile, has proven a good op- 
tion for startups, R&D, and temporary 
projects that have a set timeframe and 
where long-term investments don't 
make sense. Retail organizations, for 
example, typically have busy seasons 
for which they can leverage IaaS to run 
services and then scale back as demand 
decreases, Wolf says. 

Sloan cites the cloud's "agility and 
elasticity" and "pay-as-you-go, me- 
tered aspect" as one of its most compel- 
ling traits for businesses. Any business 
launching a new project, he says, faces 
the initial hurdle of determining how 
much resources to buy and provision, 



John Sloan 

lead research analyst, Info-Tech Research Group 



and if the project succeeds, how much 
more to buy. Conversely, if the project 
fails there's a question of what to do 
with the purchased capacity. "When 
you look at [the project] from the cloud 
economics, those questions go away," 
Sloan says. Business-wise, "what's 
attractive about the cloud is the get- 
ting up fast in terms of capital cost," 
he says. 

Sloan advises organizations to con- 
sider total costs over time. Typically, 
he says, when charting out the total 
accumulative costs of an on-premise, 
non-cloud approach vs. a cloud ap- 
proach, costs start off quite a distance 
apart. "The cloud is almost zero at the 
start, and the non-cloud will have a 
considerable capital investment. But 
over time, those two lines start to con- 
verge," he says. 

COMMON CONCERNS 

Despite the business benefits 
the cloud offers, numerous con- 
cerns remain. Among the concerns 
that Gartner hears frequently, says 
Wolf, are issues regarding security, 
lock-in, and higher costs relative to 
internal solutions. Some Gartner cli- 
ents have expressed concerns that 
cloud services aren't much different 
from traditional outsourcing, leading 
to worries concerning lock-in, long 
term costs, and high exit costs if they 
should want to switch providers or 
move IT services back in-house. 
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Security-wise, DeCarlo says "one 
of the big things we lack is just a gen- 
eral, industry-wide standard of what 
is good-enough cloud security for 
not necessarily an application that in- 
volves a lot of secret and private data, 
but an application that is still impor- 
tant to an organization." The Cloud 
Security Alliance ( www.cloudsecurity 
alliance.org ) and others are working 
on specifications and standards for 
cloud security, she says, but "there's 
nothing really providing a good base- 
line for most private-sector enter- 
prises to really evaluate whether the 
security provider has the capabilities 
they need to ensure that the applica- 
tion is not only stable but protected, 
or whatever the IT service it is that is 
being delivered via the cloud." 

Other concerns include cloud 
pricing models and how they com- 
pare to traditional licensing models 
and SLAs (service level agreements) in 
regard to standards and what should 
be considered acceptable, DeCarlo 
says. Server uptime and network avail- 
ability receive considerable attention, 
she says, but there's also a question of 
whether different availability-related 
guidelines for the cloud and par- 
ticular applications should exist and 
what they should include. "What the 
enterprise buyer wants is not com- 
pensation," she says. "They want a 
guarantee [downtime is] not going to 




happen." Overall, DeCarlo says, "I 
would have expected more progress 
on that front than what we've seen." 

Sloan says data and processing mo- 
bility, in terms of companies handing 
their data to SaaS providers, are also 
concerns. "Maybe in a year you find 



another cloud provider that's better or 
decide on-premise is a better approach. 
How hard is it to get that data back?" 
Sloan says. That is a concern because 
there are many cloud-based service 
providers, and there isn't a baseline 
standard for integration or migration. 

THE CLOUD'S IMPACT 

Interestingly, DeCarlo says, before 
an organization even purchases a 
cloud service its perception of the ser- 
vice and of what the provider should 
make available, have likely already 
been impacted. "And a lot of this is 
driven by the economy, but it's also 
the understanding that people just 
aren't satisfied with the sort of static 
model of IT service delivery," she 
says. Companies are looking for more 
flexibility and agility in contracting 
models, she says. DeCarlo says much 
more flexibility must be built into 
service contracts, even if the services 
delivered are static. Companies are 
looking for providers to not overbill 
them, and they're looking for ways 
to most effectively use the capacity 
they're purchasing to get optimal use 
from what they're paying for, she says. 

There is an increasing comfort level 
among companies using a third-party 
service as an adjunct to internal IT ser- 
vices and "not being so threatened by 
that," DeCarlo says. Organizations, 
she says, "are starting to see, and what 



smart providers are starting to do is 
put more control in the hands of the 
buyers in terms of self-provisioning," 
something that gives buyers a sense of 
being able to use exactly what they need 
on a supplemental basis and not neces- 
sarily having to go to a third-party for 



everything. Additionally, a change in 
companies' thinking about out-tasking 
vs. outsourcing is impacting the cloud 
in that purchasing organizations are 
starting to expect more control over all 
services, she says. "They want more ca- 
pabilities in their hands, in their dash- 
boards, being able to see more of what's 
happening with their services, getting 
more reports, and getting options for 
ordering things," DeCarlo says. 

THE CLOUD'S FUTURE 

As security and compliance con- 
cerns diminish with time, Wolf expects 
cloud computing adoption to continue 
to increase at a steady rate. Sloan, 
meanwhile, cites past research in which 
"nobody saw that, say, in five years 
everything would be cloud-based, but 
also no one said they thought cloud 
was a flash in the pan and they weren't 
going to use it." 

The vast majority of respondents, he 
says, felt the cloud would be "the nat- 
ural home for certain key applications 
and processes." Some applications and 
infrastructure will likely always remain 
in-house whether due to cost-effective- 
ness or other reasons, Sloan says, but 
this is where more interest in hybrid or 
federated clouds will result. 

"The future is definitely going to be 
in clouds of some kind," Sloan says. 
"In the foreseeable future, there will be 
internal infrastructure but that internal 
infrastructure will be more cloud-like. 
But then you're going to see more of 
a hybrid future where it really comes 
down to sort of commodity metrics. 
What is the cost per unit of storage 
or processing to use this application 
in our internal cloud vs. externally? 
Those sort of business decisions will 
be behind where those things live," 
he says. 

Based on current interest levels 
and what providers are investing in, 
DeCarlo predicts in five years and be- 
yond we'll start to see a significantly 
larger percentage of IT needs met 
through the cloud, although she isn't 
certain this wider adoption of IT ser- 
vices will ever reach a majority. 



"I have definitely heard from providers 
that they're having to make changes in the 
way they bill out contracts/ 7 

Amy Larsen DeCarlo 

principal analyst, security and data center services, Current Analysis 
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Compliance &The Cloud 

Know Industry Regulations, Establish SLAs & Protect Your Data 



Moving some or most of your data to 
the cloud is a good way to reduce costs 
and minimize the amount of physical 
infrastructure you have within your fa- 
cility. However, some companies have 
concerns regarding cloud computing 
that they can't reconcile. While some of 
these worries are related to security or 
accessing data, one aspect that no com- 
pany should overlook is compliance. 



Whether you work in the health- 
care, financial, payment card, or other 
industries, there's a good chance your 
data is regulated in some way and 
needs to adhere to certain standards. 
It's difficult enough to maintain com- 
pliance when everything is stored in- 
house, but when you move data to 
the cloud, it can become more dif- 
ficult to manage. Luckily, the cloud is 



It's difficult enough to maintain compliance when 
everything is stored in-house, but when you move data 
to the cloud, it can become more difficult to manage. 



maturing, and there are multiple ways 
to ensure your data is safe even when 
it's hosted in a third-party data cen- 
ter. The key to managing your data 
and ensuring it is secure in the cloud 
is to understand what standards ap- 
ply to your company and how to 
keep that data compliant. 

KNOW & UNDERSTAND YOUR 
INDUSTRY'S REGULATIONS 

It's nearly impossible to find a 
cloud service provider that can sup- 
port your industry's regulation and 
help you maintain compliance if you 
don't know or fully understand what's 



Key 
Points 



Research your 
industry's regula- 
tions and know 
what is expected of 
you when it comes 
to compliance. 



Compare vendors and 
make sure they provide 
the compliance features 
and tools your company 
needs to meet industry 
regulations. 



Create SLAs that 
clearly state what is 
expected from both 
parties and the level 
of performance your 
company requires. 



Keep an eye out for 
more cloud standards 
that will improve overall 
compliance and make 
it easier to stomach a 
move to the cloud. 
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"Guarding for compliance is guarding 
against future expenditures. It's insurance. 
You have to have it and hope you never have 
to use it. . ..It's a really good way to maintain 
your own internal security even if your data 
is hosted elsewhere. It's still yours and you're 
still responsible for managing it." 

Christine Taylor 

analyst, Taneja Group 

"My one warning would be always have 
a contingency plan. There have been very 
few incidents in which clouds have actual- 
ly leaked, but there have been multiple in- 
stances in which clouds have disappeared. 
If your provider goes out of business, do 
you have a contingency plan?" 

Jay Heiser 

research vice president, Gartner 



expected of you. Jay Heiser, research 
vice president at Gartner, says that 
some of the blame falls on the regula- 
tors themselves and that it would be 
helpful for them "to bring more clarity 
to the targets of the regulation," but 
for now, the responsibility falls on the 
company to gather the information 
from available sources. 

With a clear understanding of 
what regulations are placed on your 
business, you can find cloud pro- 
viders that support that type of com- 
pliance. For instance, some cloud 
vendors will sign HIPAA "business 
agreements, which are contractual 
arrangements for service providers 
to agree to accept some of the risk 
associated" with storing healthcare- 
related data in their data center. 
Not all cloud service providers are 
willing to sign such agreements, but 
Heiser says that in the last year or 
two, he has "seen some increased 
willingness for generic providers to 
step up to these." And although he 
says it may only be a small gesture, 
he sees it as "an encouraging one." 

COMPARE VENDORS & 
PUT A FOCUS ON 
TRANSPARENCY 

When it comes to placing data of 
any kind in the cloud and trusting 
it to a third-party provider, it's im- 
portant to make sure the vendor is 
transparent in its process and is able 
to answer any and all questions you 
may have. Heiser says the first ques- 
tion a company should ask is "Can a 
provider give adequate information 
to a potential buyer so that buyer 
can conclude it's suitable for [his] 
purposes?" He says this is a "huge 
challenge" right now and you need 
to be vigilant when comparing ven- 
dors and make sure they are the best 
fit for your specific needs. 

Christine Taylor, an analyst at the 
Taneja Group ( www.tanejagroup.com ), 
says that "you can do almost anything 
you need and want to do for com- 
pliance," but agrees with Heiser that 
it ultimately comes down to asking 



the right questions and getting the 
right answers. "Can they report to you 
where the data is located and what 
it is? Can they report or allow you to 
report on user access, identity, and 
justification as to why this particu- 
lar identity can access certain data?" 
Taylor asks. You also have to be aware 
of location-based issues if your com- 
pany is multinational. For example, 
Taylor points out that when you do 
business in France, "French law re- 
quires that the data physically re- 
side within French borders" in many 
instances. In that specific case, you 
would need to search for a provider 
located in France that is certified to 
handle your type of data in order to 
stay in compliance. 

SEEK OUT VENDORS WITH 
MONITORED CERTIFICATIONS 

Many cloud service providers claim 
they are certified for one type of com- 
pliance or another, but that doesn't nec- 
essarily mean that they truly support 



a regulation in their current state. 
John Sloan, lead research analyst at 
Info-Tech Research Group ( www.info 
tech.com ), says that in some cases 
"there's been an independent audit 
and the data center where the cloud 
service is hosted has a signed attesta- 
tion saying that when it was audited, 
it met all of the requirements to be 
complaint with that framework." 
Although this is a good thing, Sloan 
says the audit could have been per- 
formed two months ago or two years 
ago, which may not be enough to give 
you peace of mind. 

If you want to make sure the data 
center that will be hosting your data 
is up-to-date with its certification, 
then you need to make sure it has 
"monitored certification where the 
data center is continually tested for 
its compliance," says Sloan. After 
all, if you place your data in the 
cloud believing that the data center 
is under compliance due to a signed 
attestation but without monitored 
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certification, -you can't be sure that ^^^^ »xh e tendency so far has been to not trust 

your data is compliant/' says Sloan. /^k \ . • . • i . i i 

For companies in specific industries, . ^ \ yOUT mOSt Sensitive data, buSUieSS OltlCal 

that's simply not an option, which is \ TP< data, or personal information to the cloud 

more than enough reason to seek out \^^^L / provider because of concerns about security 

a cloud vendor that updates its certi- i t t ,i • i ,i i 

fkation on a regular basis. and compliance. . . .1 think there are some de- 

velopments going on that suggest that there 

I?I« b .tI,™ rf?-P£I R may be more universal standards and more 

SLAS UPFRONT TO , J ■ i ^ ^ „ 

AVOID FUTURE ISSUES of an on g om g> monitored certification. 

Once you find the right provider John Sloan 

for your specific situation, it's time , ead research ana)yst/ | nfo , Tech Research Group 
to negotiate the terms of your part- 
nership and design an in-depth SLA 
(service level agreement) that clearly 

defines what you expect from the at any given time. The provider working toward it. These standards 

provider. SLAs not only ensure you should be able to share that informa- are being updated as we speak; there 

get everything you pay for, but they tion quickly and easily. "You have should be some rolled out very shortly, 

also help you avoid potential prob- to work it out ahead of time with Until they've been applied over years 

lems down the road. Taylor says that your cloud provider; you can't just though, we shouldn't expect that 

this is a particular concern for compa- assume," says Taylor. She says the they're finished." 

nies that aren't as regulated as those vendor needs to be able to run a re- Not every industry has cloud 

with HIPAA, SEC, or PCI standards port for you in case of a regulatory standards ready to go, but the gov- 

to contend with and that unprepared- request; have compliance as one of ernment space does have some- 

ness is common. their competitive advantages over thing called FedRAMP (Federal Risk 

Taylor cites an example of a com- other companies; or give you access and Authorization Management 

pany that isn't federally regulated to a self-service portal where you can Program; www.fedramp.gov ) where 

but ends up having a trade regula- run the reports yourself. But the only the cloud vendor gets certified "in 

tion that it didn't previ- way to get the guar- compliance with certain security and 

ously know about. The antees you need is to regulatory frameworks and there's 

company signs with a develop an SLA with an ongoing monitoring after that," 

service provider and SLAs not Only your service provider according to Sloan. It's one example 

then is asked to prove enSUTe VOU £Gt *^ a * c ^ ear ^y ^ a Y s ou * °^ c l° u d providers taking compli- 

its compliance years . every detail. ance much more seriously, but 
later. It needs a list de- 

everytningyou 

Sloan believes there will be plenty 

tailing where the data pay for, but they LOOK OUT FOR more developments like FedRAMP 

is stored and who has also help VOU BETTER CLOUD designed for other industries in 

access to it, but the . , K y ] STANDARDS IN the future. 

cloud provider simply aVOld potential "TH E FUTURE "With something like FedRAMP, 

replies with, "that's problems down If you're still con- a provider has been audited and cer- 

your problem, not TOad cerned about storing tified and all of the future compa- 

ours." The company your data in the cloud, nies can say, 'if our requirements are 

hadn't signed an SLA, keep in mind that cloud basically what's in FedRAMP, then 

so it would now have vendors are always we don't have to run our own audit 

to spend quite a bit of money to get working on new standards that will since they've been certified.' It's re- 

the information the regulator required help them support sensitive informa- usable in that sense," says Sloan, 

and potentially negate any cost sav- tion and help you meet compliance "Instead of everyone having to get 

ings from moving to the cloud in the requirements. "There are several stan- an audit done, that certification is 

first place. dards that are evolving at this point," reusable and ongoing. That idea of a 

That's why Taylor says it's so says Heiser. "The world is reaching a specific certification or standard that 

important for the vendor to be able consensus on what questions need to is monitored and repeatable bodes 

to tell you where the data is physi- be answered. We shouldn't assume well for the future. I think we're 

cally stored and who has access to it it will be a quick process, but we're going to see more of that." 
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Speed Up Slow Computers 

Tips & Tricks For Improving Performance 



Speed is the key to making sure you 
can be as efficient and productive as 
possible. It's also important if you 
need to run the newest software and 
applications. But sometimes a variety 
of factors can affect your computer's 
performance and make it harder and 
more time-consuming to complete 
even the simplest tasks. 

Luckily, there are many ways 
to either increase your computer's 
speed or remove the barriers that 
are preventing it from performing 
up to its potential. Here are a few 
tips and tricks that may help you 
get back up to speed. 

CLEAN UP YOUR 
HARD DRIVES 

In some cases, a slow computer 
could be the result of a full hard 
drive. Computers not only use on- 
board memory (RAM) to run soft- 
ware and applications, they can also 



use portions of the hard drive. If 
you're running out of storage space, 
then your computer won't have access 
to these additional resources and you 
might notice a decrease in speed as a 
result. It's easy to find some unneeded 
documents and files to delete, but you 
may also be able to delete entire pro- 
grams if your company doesn't use 
them anymore. 

Windows has a built-in tool called 
Disk Cleanup that will help you 
find non-essential files to delete. On 
Windows 7, go to the Start menu and 
click All Programs, Accessories, Sys- 
tem Tools, and Disk Cleanup. It will 
let you know how much space you 
can free up. You also have the option 
to see what Disk Cleanup wants to 
delete, so it won't automatically re- 
move important files. 

When an otherwise decent comput- 
er starts running slowly, you should 
check to see if there are any programs 



running in the background. Some ap- 
plications start running in the back- 
ground as soon as you turn on your 
computer; preventing unnecessary 
programs from doing this will also 
help your PC's speed. 

SCAN COMPUTERS 
FOR VIRUSES 

Some of those programs running 
in the background could actually be 
viruses. Many malicious applications 
appear to be legitimate programs, so 
you may not recognize them at first. 
Malware, spyware, and other viruses 
can slow down your computer in ad- 
dition to posing a security threat, so 
it's a good idea to run an antivirus 
scan if your computer isn't as efficient 
as it could be. 

There are many antivirus programs 
available and some of them are free. 
We suggest searching online to find 
the latest versions from their original 
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sources or from reputable vendors; 
don't click to download what looks 
good without checking it out first. 
Also, investigate user reviews wher- 
ever possible to make sure that (1) 
the software works well and (2) the 
latest version is at least as good as 
what came before it, because some- 
times a great software title can take 
a sudden turn for the worst. When 
there are free and paid versions of an 
anti-malware solution available, try 
the free version first to make sure it 
will operate the way you expect. 

EXTRA TOOLS TO HELP 
INCREASE SPEED 

If you have already tried cleaning 
your hard drive and scanning for 
viruses but your computer still isn't 
as fast as you'd like, there are a few 
free tools you can try that may help. 
One of these tools is called Windows 
ReadyBoost ( www.microsoft.com ), 
which uses additional memory from 
flash drives or memory cards to in- 
crease the speed of your Windows 
7 computer. 

All you need is a flash drive or 
memory card with at least 1GB of 
free space (recommended) that can be 
dedicated to ReadyBoost. After you 
connect the flash drive or memory 
card to your computer and set it up, 
ReadyBoost will use that extra mem- 
ory to run software and applications. 
Some memory devices indicate on the 
packaging that they will work with 
ReadyBoost. 



Windows Disk 
Cleanup finds unused 
and unimportant 
files, such temporary 
Internet files, and 
removes them to 
free up disk space 
and help improve 
performance. 



The hard drive stores data in fragments. 
These fragmented files can clutter the drive 
and cause the system to become sluggish over time, 
because your computer must search 
the entire drive for all the necessary parts 
before it can open a file or program. 
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How does Disk Cleanup work? 



PERIODICALLY RUN 
DISK DEFRAGMENTER 

Another option for boosting 
your system's performance is to pe- 
riodically run Disk Defragmenter. 
(Performing this task can benefit 
systems that have the traditional 
spinning disks.) The hard drive 
stores data in fragments. These 
fragmented files can clutter the 
drive and cause the system to be- 
come sluggish over time, because 
your computer must search the 
entire drive for all the necessary 
parts before it can open a file or 
program. Disk Defragmenter will 
rearrange the data fragments and 
organize them in a manner that is 
more logical so programs and files 
will open quicker. Click Start; se- 
lect All Programs, Accessories, and 
System Tools; and then click Disk 
Defragmenter. Select a drive and 
click the Analyze Disk button to de- 
termine whether the drive needs de- 
fragged. If the percentage in the Last 
Run column is greater than 10%, 
proceed with the defragging process 
on that drive. 



UPDATE OR 
UPGRADE YOUR 
OPERATING 
SYSTEMS 

Something that 
you may not initially 
think about when you 
first notice your com- 
puter is slowing down 
is whether or not the 
operating system and 
all of the software is 
up-to-date. Software 
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companies release regular updates for 
their products, and many operating 
systems have downloadable service 
packs that can improve performance 
and may even help your computer use 
resources more efficiently. 

There may be some situations 
where an update won't help because 
your operating system is simply 
outdated. If your company uses 
the latest and greatest software or 
you have been using the same OS 
for more than four or five years, it 
may be time for an upgrade. This is 
a good alternative to replacing entire 
computer systems if you know your 
hardware is capable of running the 
software and applications your com- 
pany needs. 

EVALUATE YOUR HARDWARE 

If you have exhausted all other 
options, then the reason for your 
computer's slow-down may be 
hardware-related. All software ti- 
tles show the minimum and recom- 
mended system requirements for 
them to run on your computer. If 
your desktop's specs don't match 
up, then it may be possible to up- 
grade components. IT personnel 
may be able to install extra RAM, 
graphics cards, or other components 
in aging systems. 

However, if your computer is 
five or more years old, it may not 
be compatible with certain compo- 
nents and new parts may not do 
enough to increase performance. 
And it isn't always easy or possible 
to upgrade laptops. In that case, it 
may be time to invest in new sys- 
tems that have the latest hardware, 
software, and OS. 



32 March 2013 / www.pctoday.com 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




Your Web Content Matters 

Management Systems Improve Productivity & Reach 



Attracting visitors to a company 
website is one thing; converting them 
into devoted customers of your brand is 
another. This can be especially difficult 
if various content authors are indepen- 
dently creating content and rely on IT to 
develop, upload, and update it. Beyond 
tying up IT resources, the approach 
can result in fragmented content that 
conveys the idea that the company lacks 
uniformity. Implementing a WCMS 
(Web content management system) 
can introduce structure that enables 
presenting the brand and messaging 
in a consistent manner while simultane- 
ously allowing non-technical users to 
create, publish, edit, and update content 
without possessing programming or de- 
veloper skills. 

WCM DEFINED 

As a strategy, WCM has traditionally 
been defined as a tool or guiding prin- 
cipal that enabled IT to bring systematic 



tools to what content was placed on 
the organization's Web site and where, 
says Christopher Wynder, Info-Tech 
Research Group analyst ( www.info-tech 
.com ). WCM provided guidance in terms 
of helping users determine the number 
of pages they needed and getting visitors 
from one page of interest to the next. 

In the past, Wynder says, WCM 
brought control mechanisms (workflow, 
checkpoints, and so on) to adding text 
and pictures to the company website, 
allowing "IT to put simple tools in the 
content providers' and editors' hands 
rather than requiring them to be ex- 
perts." A side benefit was that "content 
for the website was given some struc- 
ture within the file stores." As organi- 
zations started using stock images and 
defining repositories of what worked, 
that structure allowed IT to communi- 
cate with content providers "in a lan- 
guage they cared about — content types 
and blocks of text." 



In recent years, however, WCM has 
become more complex. Irina Guseva, 
Real Story Group ( www.realstorygroup. 
com ) senior analyst, says we're now 
"talking about WCXM— Web Content 
and experience Management." Man- 
aging WCM basics (authoring, man- 
aging, and publishing Web content) are 
still important, she says, but so is man- 
aging "your customers' experience on 
the Web, as well as other channels — in 
a multisite, multichannel view." Thus, 
personalization and segmentation, ana- 
lytics, and social media monitoring are 
now part of the mix, she says. 

Wynder says WCM can now mean 
anything from "'How do we organize 
our website so visitors can find infor- 
mation?' to 'How do we drive custom- 
ers to objects/ content from which [we] 
will drive revenue?'" These typically 
aren't issues IT can or should sort out, 
he says. Instead, they require a deep 
understanding of the marketing and 
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"Today's WCM is really about 'How 
do we position our organization 
within the world?'" 



Christopher Wynder 

analyst, Info-Tech Research Group 



"Through the use of analytics and 
content optimization, you're now more 
prepared to strategize, manage, and 
deliver personalized content to relevant 
audiences at the appropriate time on 
the right device." 

Irina Guseva 

Senior analyst, Real Story Group 




business goals associated with a web- 
site. 'Today's WCM is really about 
'How do we position our organiza- 
tion within the world?' " he says. The 
surrounding strategy is "personaliza- 
tion for the website," or getting the 
right information to website users. 
"The problem is that as technology has 
evolved, many organizations are trying 
to move from an IT department-con- 
trolled mentality to a marketing men- 
tality," he says. 

Providing an example of this, 
Wynder cites a current client, a health- 
care provider with an eight-year-old 
website that looks outdated, is diffi- 
cult to manage, and is maintained by 
one IT person who is leaving the com- 
pany — "a reasonably common scenario 
amongst mid-to-large enterprises." 
The provider's PR department wants 
to provide better visibility to poten- 
tial patients about who to contact for 
more information concerning a doctor 
or service, which sounds simple "but 
requires a lot of planning and under- 
standing of user population," Wynder 
says. Further, due to ongoing changes 
in hospital funding, "hospitals need to 
have greater understanding and tar- 
geting of services," thus "the clinical 
admins are pushing for the website to 
be a data aggregator." 

Technology-wise, he says, this is pos- 
sible but not cheap. "The PR and clinical 
groups have the budget to get this done, 
whereas IT does not," Wynder says. "So 
the ownership and driver is no longer 
IT, nor the actual user-ship," he says. 
Ultimately, he says, the client needs a 
powerful tool that has very high ease 
of use." Thus, WCM now is "really a 
marketing technology that allows the 
organization to interact with [its] target 
audience. IT does not own the product, 
but [it] must support it," Wynder says. 

THE BENEFITS 

WCMS benefits traditionally cen- 
tered on the ability to control content 
and the availability of templates. As a 
rule, Wynder says systems had website- 
related content repositories or integrat- 
ed into larger ECM (enterprise content 



management) systems. "The WCM 
allowed IT to have visibility into what 
content was being used, who owned 
it, and where the original was stored," 
Wynder says. Now, website manage- 
ment systems essentially fall into one of 
two categories: WCM (simple, minimal 
rules for tailoring content to visitors) 
and WCXM (integrating analytic tools 
to predict the content users want based 
on user-provided information). 

Beyond allowing editors to au- 
thor, edit, and repurpose content in a 
timely and efficient manner without 
IT involvement, another key benefit 
of WCXM systems is time-to-market, 
Guseva says. As an organization ma- 
tures, other possibilities emerge. 
"Through the use of analytics and con- 
tent optimization, you're now more 
prepared to strategize, manage, and de- 
liver personalized content to relevant 
audiences at the appropriate time on the 
right device," she says. "As your audi- 
ence engages more and more deeply 
via Web and other channels, you gain 
more power of turning those Web visi- 
tors into brand devotees, advocates, and 
ambassadors, which in the end should 
benefit not only your brand's image and 
customer experience but the bottom 
line, as well." 



WCXM also employs SEO (search 
engine optimization), email mar- 
keting, and social media hook-ins to 
increase the chances that potential cus- 
tomers will find the company website. 
"The benefit here is getting the right 
audience — [regardless] of whether 
you view them as customers or just 
visitors," Wynder says. "The problem 
is how to control the website's look 
and what content is posted once you 
bring in these types of tools. This is 
an area where companies are having 
difficulty finding benefits because 
you're customizing your need to have 
a larger set of content for each seg- 
ment of users." 

Continuing the health care ex- 
ample, Wynder says that providers 
"are looking for a Web experience 
management style of WCMS. They 
want to tailor user experience and 
collect analytics on their users. 
Luckily for them, WEM (Web expe- 
rience management) products gen- 
erally have both of these tools that 
are incorporated from marketing 
tools." Thus, WEM products are easy 
to use, he says. Further, IT personnel 
benefit because "they really have 
little day-to-day maintenance on the 
WEM system." 
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Security Threats Ahead? 

Know Your Terms 



AS AN EXECUTIVE, MANAGER, OT busi- 
ness owner, understanding the digital 
security threats facing your company 
is vital to making informed decisions 
about the level of protection your 
company needs. To that end, we com- 
piled a concise security technology 
glossary to serve as a backgrounder 
or reference as you encounter new 
security concerns. 

ad ware. There are different forms of 
adware, but in general adware is soft- 
ware that displays advertisements in 
an application or browser. Adware 
can range from innocuous (such as 
software that works as expected but 
happens to display ads) to annoying 
(for instance, software that generates 
excessive pop-ups ads) to debilitating 
(software, for example, that works in 
the background to gather your Web 
browsing data or hijack your browser 
in order to display ads). 



antivirus software. Whether it's a com- 
puter program or a mobile app, anti- 
virus software works to detect, isolate, 
and remove viruses and a range of 
other malware (backdoor Trojan horses, 
worms, various exploits, spyware, and 
even unwanted adware) from a system. 

Blackhole exploit kit. One of the 

most widely used frameworks for 
malware deployment, the Blackhole 
exploit kit is available in cybercrime 
circles and provides malicious users 
with a variety of attack types they 
can customize to take advantage of 
various Web- and PC-related vulner- 
abilities. For instance, a Blackhole ex- 
ploit kit may be delivered via scripts 
embedded in hacked or fake websites. 

botnet. When an attacker success- 
fully installs a bot on a computer (say, 
through a phishing scam), he can 
then control many of the computer's 



functions, turning it into a "zombie." 
When the attacker is able to install 
bots on multiple computers, the bots 
can communicate with one another 
in what is commonly known as a 
"botnet" and launch coordinated at- 
tacks on other systems. 

DoS (denial of service) and DDoS (dis- 
tributed DoS) attacks. A DoS attack 
is one that is designed to intentionally 
overwhelm a Web or application server 
with large amounts of traffic with the 
goal of shutting down the server and 
the network or websites it serves. In 
a DDoS attack, a hacker activates ma- 
licious code that has been surrepti- 
tiously installed on many computers 
(often hundreds or thousands of them) 
in order to commit a DoS attack from 
many different sources simultaneously. 

drive-by download. Drive-by down- 
loads can occur when, wittingly or 
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The encryption process lets users secure data by transforming it into secret code. 
To gain access to encrypted information, a user must know and use a 
decryption key or passcode to unlock the protected data. 



unwittingly, someone is surfing illegiti- 
mate websites, clicking unreliable pop- 
up ads, or downloading what looks like 
legit antivirus software. Avoiding these 
downloads requires vigilance because 
they frequently strike without warning. 

encryption. The encryption process lets 
users secure data by transforming it into 
secret code. To gain access to encrypted 
information, a user must know and use 
a decryption key or passcode to unlock 
the protected data. Encryption varia- 
tions include hybrid encryption (two or 
more algorithms), one-way encryption, 
and asymmetric encryption (use of a 
public key and private key between a 
recipient and messenger). 

key (or keystroke) logger. This can be 
either software or a device that moni- 
tors a user's keystrokes in an effort to 
record everything that user types on 
a keyboard. Although this tool can be 
employed for non-malicious purposes, 
PC attackers commonly use key loggers 
to steal personal identification informa- 
tion such as account numbers, user- 
names, and passwords. 

MITM (man-in-the-middle) attack. 

Hackers that use MITM attacks are 
misleading two victims by ambushing 
their system communications. The 
MITM attack employs what's known 
as ARP (Address Resolution Protocol) 
poisoning or spoofing, which opens 
the door for redirecting communica- 
tion through the hacker, who inter- 
cepts and retransmits the data, thereby 
acting as a "middle man" between the 
two oblivious users. In that way, the 
attacker gains access to the users' pri- 
vate information. 

phishing. The practice of creating a 
seemingly authentic email message or 
website in order to trick unsuspecting 



users into providing personal informa- 
tion (e.g., usernames, passwords, fi- 
nancial data or credit card numbers) 
is referred to as phishing. A play on 
"fishing," the term is based on the goal 
of getting victims to "take the bait" and 
click a link or enter data. 

rootkit. A rootkit is a versatile form 
of malware capable of covering up 
all manner of programs and pro- 
cesses running on a computer. An 
attacker who has installed a rootkit 
on a machine can then install files, 
create veiled user accounts, attack sys- 
tems on the same network, or alter 
processes, all of which (thanks to 
the rootkit) run "in the background" 
without the end user's knowledge. 

sniffer. This is software that scans net- 
work traffic so that someone can view 
the details of that traffic, record it, and 
in some cases extract user information 



a potential victim might perceive as 
ordinary and innocuous. A seemingly 
straightforward email from a bank or 
an employer, for example, may in fact 
be an attacker's socially engineered 
fake meant to trick users into pro- 
viding sensitive information, down- 
loading an unscrupulous program, 
opening a virus installer, or revealing 
enterprise secrets /data. 

Trojan horse. This is a destructive 
program that appears to be harmless 
but actually eludes PC security pa- 
rameters and seeks to execute mali- 
cious functions. 

vishing. Similar to phishing scams, 
vishing involves tricking victims via 
counterfeit VoIP (Voice over Internet 
Protocol) calls. A vishing scammer often 
makes calls from what looks like a gen- 
uine business number, pretending to 
represent a legitimate company, and 



A vishing scammer often makes calls from what looks like 

a genuine business number, pretending to represent a 
legitimate company, and asks the call recipient for personal 
information usually related to financial data. 



from it. This type of software is some- 
times referred to as a "packet sniffer" 
because it examines the packets as- 
sociated with TCP/IP (Transmission 
Control Protocol/Internet Proto- 
col) and other common Internet pro- 
tocols. Sniffers are also sometimes 
referred to for their purpose, as in 
"password sniffers." 

social engineering. This is a catch-all 
term for the variety of methods at- 
tackers use to veil a con as something 



asks the call recipient for personal infor- 
mation usually related to financial data. 

zero-day exploit. When an attacker 
manages to exploit a security hole (for 
example, in a Web browser) before 
the software's developer learns of the 
vulnerability, the vulnerability and the 
attack become known simultaneously. 
This is called a "zero-day exploit" be- 
cause the developer had no time to 
create a patch for the hole before it 
becomes breached. 
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Business E-waste 

Guidance For Reusing & Recycling Obsolete Electronics 



Computers, cell phones, fax ma- 
chines, networking equipment, tele- 
visions, VCRs, PDAs, monitors, and 
other electronics that have become 
obsolete are all examples of e-waste. 
Your business has likely dealt with its 
share of the stuff, but has it done so 
responsibly? The following offers guid- 
ance on handling e-waste. 

WHY DO IT? 

Some estimates suggest there are 
upward of 600 million obsolete com- 
puters in the United States alone. That 
would be enough to span six acres 
and stretch a mile high. Other esti- 
mates state 80% of U.S. e-waste ends 
up in landfills, while globally 40 mil- 
lion tons winds up in dumps or is in- 
cinerated annually. 

Two particularly startling estimates 
state that only 10% of unwanted com- 
puters are properly recycled, and more 
than 70% of discarded electronics 



are shipped overseas to developing 
countries with few, if any, safety 
regulations. This includes e-waste 
that U.S. recyclers ship to countries 
where unprotected locals burn, tear 
apart, dump, and bury electronics. 
These processes expose workers, com- 
munities, wildlife, water resources, and 
crops to the hazardous materials the 
e-waste contains. Many estimates, for 
example, proclaim one computer con- 
tains as much as four pounds of lead, 
sometimes more. 

HOW TO DO IT 

Proper handling of e-waste begins 
with purchasing electronics that have 
"green" (environmentally friendly) 
characteristics. One resource that 
assists buyers is EPEAT (Electronic 
Product Environmental Assessment 
Tool; www.epeat.net ), which maintains 
a registry of green electronics. After 
purchasing electronics, businesses 



can implement any number of moni- 
toring and management tools aimed 
at enabling more efficient energy 
use. The FEC (Federal Electronics 
Challenge; www. federal electronics 
challenge.net ) and Energy Star ( www 
.energystar.gov) also offer resources for 
e-waste disposal. 

Once electronics become e-waste, 
the primary methods for responsibly 
handling the devices are to reuse or 
recycle them. Reuse can be as simple 
as donating old electronics to schools, 
churches, or other organizations. 

LOCAL RESOURCES 

The Environmental Protection 
Agency ( www.epa.gov ) and the NCER 
(National Center For Electronics 
Recycling; www.electronicsrecycling.org ) 
provide resources for finding local, 
manufacturer- and retailer-, and gov- 
ernment-supported reuse and recy- 
cling programs. The EPA's Plug-In 
To eCycling program ( tinyurl.com 
/asd8uwz ), for example, helps develop 
reuse and recycle programs through 
national and local partners. 

Where recycling is concerned, it's 
important for businesses to un- 
derstand what local and state regu- 
lations require. The EPA offers 
information on the topic, as does 
the NCER and NERIC (National 
Electronics Recycling Infrastructure 
Clearinghouse; www.ecyclingresource 
.org ). According to NCER, 25 states 
currently have laws concerning how 
e-waste should be handled. 

Arguably, two of the most im- 
portant recycling-relating issues 
businesses should consider include 
making certain that data is dis- 
posed of on old electronics before 
recycling and that decision makers 
select a recycler that handles e-waste 
responsibly vs. shipping electronics to 
impoverished nations with suspect 
oversight in place. 

To find a local recycler and learn 
more about donating, Earth 911 
( earth911.com ) and TechSoup (www 
.techsoup.org ) provide search engines 
and other information. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 



This graph shows the growth of consumer- 
funded electric and gas energy efficiency 
projects from 2010 to 2025. Researchers at 
Lawrence Berkeley National Library predict 
spending for these projects will reach some- 
where between $6.5 billion and $15.6 billion 
by 2025, but they expect it to hit somewhere 
near the mid-range projection of $9.5 billion, 
which is twice as much as the 2010 total. 



CUSTOMER-DRIVEN ENERGY EFFICIENCY GROWING IN THE U.S. 

>■ According to researchers from the Lawrence Berkeley National Laboratory 
(Berkeley Lab), spending on customer-funded energy efficiency programs 
(which gather money from additional charges on utility bills) will rise to $9.5 bil- 
lion per year by 2025. These funds are used to fuel electric and gas projects that 
center around improving energy efficiency and lowering overall utility costs. 

For the study, Berkeley Lab researchers created high, medium, and low po- 
tential scenarios for energy efficiency programs. The U.S. spent $4.8 billion on 
such programs in 2010, but that should rise to anywhere between $6.5 and $15.6 
billion by 2025. 

Spending on energy efficiency projects is growing across the country, but 
researchers expect there to be massive growth in the Midwest and the South. 
In fact, these regions are expected to "account for 49% of total U.S. spending on 
customer-funded energy efficiency programs/' according to the Berkeley Lab. 

PROJECTED UTILITY CUSTOMER FUNDING 

FOR ENERGY EFFICIENCY PROGRAMS 
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BLACK SILICON AIMS 
TO IMPROVE SOLAR 
CELL EFFICIENCY 

>- Scientists at the Aalto Univer- 
sity recently conducted a study 
that showed improved light ab- 
sorption through the use of black 
silicon and a new coating. While 
the increased efficiency could be 
used for a variety of applications, 
the benefit for improving solar 
cell technology is one of the most 
obvious potential use cases. Be- 
cause this new solar cell combi- 
nation provides better surface 
passivation, it can withstand the 
potentially damaging effects of 
water or air, maintain its absorp- 
tion efficiency for much longer, 
reduce reflection, and be more re- 
liable in general. 



KOREAN SCIENTISTS 

DEVELOP FLEXIBLE 

& BENDABLE BATTERIES 

> Quite a bit of research has been 
centered around pliable, bendable 
LCD screens for use in consumer 
devices, but a new breakthrough 
in lithium-ion battery design from 
Korean scientists could make flex- 
ible smartphones a near-future 
reality. Professor Lee Sang-young 
of the Ulsan National Institute of 
Science and Technology, along 
with researches from other fa- 
cilities, designed a battery with 
polymer electrolytes that are fluid- 
like but solid, rather than liquefied 
like current alternatives. 

The consistency of the electro- 
lytes as well as the fact that they 
are imprintable, makes it possible 
to use this new technology in a va- 
riety of applications. Plus, because 
the electrolytes are not actually 
liquid, but instead a fluid-like, solid 
polymer material, the scientists 
were able to bend the battery into 
any shape without risk of harming 
the contents or causing an explo- 
sion, which is possible with con- 
ventional batteries. 



GREEN SULFUR BACTERIA 
COULD MAKE SOLAR 
CELLS BETTER 

>■ The potential of solar cell tech- 
nology as a widespread green power 
source is directly proportionate to 
its efficiency at absorbing light and 
converting it into electrical energy. 
Researchers have been digging deep 
to find new solutions to improve pho- 
tovoltaic efficiency, but apparently 
they needed to go even further (as far 
as 2,000 meters below the ocean's sur- 
face, in fact) to find a potential answer. 

Green sulfur bacteria, which sur- 
vives at extreme ocean depths, is 

one example of a living organism re- 

searchers at Cambridge's Cavendish 

Laboratory have found that is 100% efficient at absorbing sunlight and trans- 
forming it into electrical energy. During photosynthesis, the bacteria uses PPC 
(pigment-protein complexes) to hold absorbed light until the biological process 
can take place. Researchers hope to apply this " quantum coherence 7 ' to solar 
cells, as well as quantum computers and nano technology solutions. 




\ 

L 

Structure of the PPC (pigment-protein complex) that is 
found in green sulfur bacteria. 



U.S. WELL BEHIND IN CLEAN 
ENERGY RACE 

>* According to The Pew Charitable 
Trusts' "Innovate, Manufacture, 
Compete: A Clean Energy Action 
Plan" report, the United States isn't 
contributing nearly enough to the ex- 
pected $2 trillion growth of the clean 
energy sector from 2012 to 2018. The 
report says that although the U.S. 
could hit somewhere around 126 
gigawatts of clean energy output, 
the lack of political support behind 
green energy creation is lowering the 
ceiling on what the U.S. can do and 
preventing it from keeping up with 
other countries. 

The Pew Charitable Trusts does 
recommend a few courses of action to 
help us gain some ground, including 
extending clean energy tax credits, in- 
creasing overall green investments, 
and much more. According to Pew re- 
searchers, the U.S. has the ability to be- 
come a leader in the clean energy space, 
but the government has to put weight 
behind the projects and recommit to 
green technology initiatives. 



U.S. GOVERNMENT LOWERS 
OPERATING COSTS 
WITH GREEN BUILDINGS 

>* Multiple U.S. government build- 
ings have implemented green tech- 
nology initiatives that have. For 
instance, the U.S. Treasury increased 
its use of natural daylight, imple- 
mented more efficient HVAC sys- 
tems, performed waste management 
audits, and put many other solutions 
in place that led to $3.5 million in 
operating cost savings per year and 
a LEED Gold certification from the 
Government Green Council. 

Aside from retrofitting buildings 
that have been around for more than a 
century, the U.S. government has also 
started implementing green approaches 
into the construction of newer build- 
ings. The U.S. Census Bureau building 
(also LEED Gold-certified) was actually 
designed with a distinct curve that al- 
lowed for more consistent natural day- 
light as well as a variety of other design 
implementations, such as an air distri- 
bution system located under the floor 
and water drainage systems on the roof. 
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Mobile Business 
Intelligence 

Data On The Go To Push Your Company Forward 



Business intelligence is nothing 
new to many organizations, and 
desktop-based solutions have been 
around for quite some time. One 
thing is new, though: Vendors that 
have built out their desktop BI of- 
ferings have also been working on 
mobile-based solutions. These mo- 
bile BI solutions take advantage of 
features specific to smartphones and 
tablets to provide information where 
and when it's needed. 



According to Joao Tapadinhas, 
research director at Gartner ( www 
.gartner.com ), "almost every [BI] 
vendor has a mobile BI solution," 
which means that companies today 
have plenty of options. Some solu- 
tions are more generic and others zero 
in on specific uses, but all of them 
provide beneficial information for 
companies in almost any industry. 
We'll explain how you can use mobile 
BI to improve your business processes 



and ensure your company's success 
for years to come. 

MOBILE BI USE CASES 

Companies that will get the most 
out of mobile business intelligence are 
those that understand the many dif- 
ferent applications for the technology 
as well as the best iteration for their 
needs. It's not what kind of informa- 
tion they can use, it's what they will do 
with the mobile BI solution and what 



Key 
Points 



Exam i ne the most com- : : : 

mon use cases for mo- ••• 

bile business intelligence ::: 

and find the one that fits ::: 

your needs. But don't be \\ 

afraid to come up with ••• 
new ones as well. 



Consider the types of information 
you can gather with mobile BI that 
you can't get with desktop-based 
solutions and determine whether 
you can get that functionality from 
a desktop vendor's mobile offering 
or a separate solution. 



Customize your mobile 
BI solution as much 
and as often as possible 
to improve the user 
experience and make 
access to data easier 
and more intuitive. 



Don't assume that mobile 
B I is only a fit for certain 
industries. Most companies 
can find ways to leverage 
business intelligence to 
build stronger strategies and 
improve business processes. 
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the use case is," says Tapadinhas. He ^^^^^ "[Business intelligence] is about the 

also points out that while vendors and ^HB i . . i t r ■ i i 

companies are coming up with then IL «M value to the user. If the organization has 

own new use cases every day, com- a mobile or remote workforce that is in 

panies should be aware of the most .2^^ need of analytics, I would push as much 

popular implementations. ^9m^L^ / ^ r «i i i rr ,1 11. .1 

One particular use case-one [as pOSSlble] off the desktop tO those fflO- 

that Tapadinhas says is ''driving bile users. Retail is an excellent example, 

the marker-consists of using mo- Help customer care with information 

bile BI as a management dashboard. -. . , (1 -, 

Management dashboards provide ab ° Ut St ° ck ' Specials, etc. OR the show 

a wealth of information for a va- floor rather than pulling people to the 

riety of different topics, such as data register or another terminal." 

center performance or even ware- 
house workflows. By using mobile ]oht\ Myers 

BI to leverage these types of tools, senior analyst, Enterprise Management Associates 
you can give users "an interactive 
and engaging visual experience that 
we expect from a mobile device, but 

now with business information/' frustrate user experiences, because Associates ( www.enterprisemanage 

says Tapadinhas. it's not really optimized for a mo- ment.com ). You can still grab crucial 

A similar use case allows com- bile device." customer information, data about in- 

panies to optimize the business The last use case Tapadinhas dustry trends, and other data that can 

processes of workers in the field. pointed out is for companies that be used to push your company for- 

For example, Tapa- want to use mobile ward and provide new business op- 

dinhas recounts BI for analytics or portunities. And, depending on your 

a trip he took to Y U an till ab SS ^ °^ 0t ^ er device's network connection, you 

Chile where a taxi # o mobileapplica- can access this information almost as 

driver "had a tablet crucial customer inf or- tions. For instance, quickly on a mobile device. Plus, mo- 

in the car that he mation data about y° u can em bed bile BI can also provide other types of 

used to understand indu tlV tT nd and business intelli- information in ways that can't neces- 

how much revenue J ' gence into your ex- sarily be done on desktop platforms, 

he might get if he Other data that Can isting applications "What you get is added geoloca- 

achieved a target." |}g \xsed tO push yOUT or ta ^ e advantage tion data for the device being used," 

The driver was mTnnanv f nrwaTY l anr 4 of BI tools built says Myers. "You can put that infor- 

using business in- ^inpcu iy iui vvcuu cu lu intQ CRM and Qther mation into context G f the analytics. If 

telligence to deter- provide new business commonly used a customer is using their smartphone 

mine when his shift Opportunities. programs. These and you know the location, you can 

should end and how tools will provide make specific location-based service 

many more fares he thesametypesof options. If a sales rep or customer ser- 

would need to reach information you vice member is using a core device, 

his revenue goal. might expect from any other BI so- you know not only location, but [also 

Another example of a mobile lution, but help gear it more to- the] identity of the sales rep's pat- 

BI use case is with content mobi- ward that specific application. terns. Both of these can be added into 

lization. This is much less com- the equation where a static desktop 

plex than creating a management INFORMATION ACCESS & solution tells you more about what 

dashboard or other tool for mo- LOCATION-BASED BI city or ZIP code the analysis is being 

bile use, and instead is designed to The great thing about mobile busi- performed in." 

merely make sure that the BI con- ness intelligence is that "there really 

tent you already have is mobilized isn't a type of information you can't SUITES VS. SPECIALIZED 

and accessible on tablets, smart- get on a mobile BI platform that you SOLUTIONS 

phones, and other mobile devices. can get with a traditional desktop Many vendors offer mobile ver- 

However, Tapadinhas cautions that solution," says John Myers, senior sions of their desktop-based busi- 

this type of implementation "might analyst at Enterprise Management ness intelligence solutions, some 
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of which are simply mobile views tools, but instead by the strategy of a BYOD (bring your own device) 

while others are native applications, that the company has and the ob- policy. Additionally, many mobile 

so that would be a good place to jectives that it's trying to achieve. BI solutions offer customization 

start. But depending on what types If you need mobile analytics or options so users can quickly ac- 

of information you are trying to col- other use cases, then you would cess data and know exactly what 

lect, you might wonder whether or need to look they're looking at. 

not you can get the functionality you deeper into the It all comes down to 

need from a packaged BI suite or if tool's capabilities what your employees 

you'll need to invest in individual- to make sure it fits rj-* i , . , -i are comfortable with, 

ized solutions. your needs." 1 He Ultimate goal "Customized pre- 

The truth is that there isn't one of mobile business sentation lavers are 

solid answer, because it ultimately CUSTOMIZE intelligence is to not one °^ as P ec * s 

depends on your specific use case, THE USER , ° brought forward from 

but luckily there are multiple op- EXPERIENCE Only prOVlde mobile traditional desktop 
tions available. "There are all-in-one If for any workers with easy BI platforms," says 
solutions that cover both traditional reason a mobile aCCeSS to information Myers. "Also, 'telling 
desktop and mobile BI," says Myers. business intel- •« • i u a s * or y' with a par- 
"However, there are solutions that ligence solution * * • It IS aiSO aDOUt ticular dashboard or 
can meet special requirements for just doesn't quite providing an eXperi- presentation layer has 
connectivity — for example, special fit, keep in mind ence that will COn- always been a hall- 
hardware with radio connectivity — that most of these -. ? mark of data visual- 
that meet particular needs." tools offer some V1RCG yOUf WOrKTOrCG ization tools. I always 

Tapadinhas says that most mo- form of custom- to take advantage of recommend organi- 

bile BI solutions available on the ization that may -j-J^g jgj solutions VOUT zations to make their 

market are for a generic purpose, move them closer . . data visualizations 

which means they can be imple- to your require- o lids resonate with their 

mented in a variety of use cases. ments. And most invested in. user base rather than 

But he does add that some tools vendors also offer take the stock config- 

are better designed to support cer- different versions urations." 

tain types of information gathering of their solutions 

than others. "For the two main dependent on operating system, A FIT FOR ALMOST 

use cases, pretty much every tool so those solutions are specifically ANY COMPANY 

will deliver management dash- designed to work both with de- The ultimate goal of mobile 

board and worker reporting," says vices deployed by your organiza- business intelligence is to not only 

Tapadinhas. "It's not limited by the tion and devices introduced as part provide mobile workers with easy 

access to information; it is also 
about providing an experience that 
will convince your workforce to 

"Companies look for mobile BI solutions take advanta s e of the BI solu _ tions 

1 your organization has invested in. 

J % X \ that fit their existing BI strategy. I don t « Mobi i e BI is more about ease of 

W j See tOO many Companies that foCUS On BI use, easy access, and information 
WkJ Capabilities trying tO Start With mobile Pervasiveness than mobility " says 

1 i • i • • i r Tapadinhas. You don t need to be 

BI. The capabilities they look for are the a company with pe opie working on 

ability tO integrate With the existing BI the road or with large warehouses 

platform, being able to access the exist- where P eo P le move around to r use 

| ° mobile BI. It s a great way of in- 

ing BI content from the company data creasing the return on inV e S tment 
sources, and the ability to deliver man- of existing bi platforms because 
agement dashboards." with these tools and due to their 

° ease of use, they'll be able to attract 

Joao Tapadinhas new users and that's always good 
research director, Gartner for a BI environment." 
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Consumerization Strategies 



Open vs. Limited Access 



The mobile device market continues 
to evolve and consumers have access 
to more powerful technology than 
ever before. Bob Hafner, managing 
vice president with Gartner ( www. 
gartner.com ), remembers a time when 
"sophisticated" technology was "rela- 
tively expensive and generally not 
affordable for the individual." Then, 
people started buying home PCs, even 
though they were less powerful than 
those they had at the office. However, 
that's not the case anymore. Consumers 
have more information to draw from 
and feel more comfortable making tech- 
nology decisions. 



When the moment came that smart- 
phones went past targeting business- 
people and widened their focus to the 
general public, consumerization was 
born. Consumerization is "about the 
consumer deciding what they want 
in a device," says Hafner. And to help 
companies embrace consumerization, 
they started creating BYOD (bring 
your own device) policies, which 
"allow these devices in the workplace 
and give employees what they want, 
while [companies] still have some 
modicum of control," he says. 

Employees simply want more con- 
trol over the devices they use in the 



workplace. But for many IT workers 
and administrators, the influx of con- 
sumer devices could be viewed as a 
threat to their role in the organization. 
The key to fully embracing consumer- 
ization and implementing successful 
BYOD policies is to understand what 
your employees want and find ways 
to fulfill those needs without making 
the organization vulnerable. 

PREPARE FOR A MAJOR 
CULTURE CHANGE 

Consumerization, which in its most 
basic sense can be described as an edu- 
cational renaissance in how consumers 



Key 
Points 



IT administrators need to 
prepare for culture shock 
due to consumerization and 
their ever-changing role, and 
organizations must decide 
how much support they'll 
give to personal devices. 



Before you make large 
mobile security purchases, 
look at the tools you 
already have, such as Ac- 
tiveSync, and determine 
whether or not that might 
solve your problem. 



Understand how many mobile 
security and management 
solutions are available, such 
as mobile device management 
and containerization.Then, 
decide which ones are a fit for 
your company. 



Consumerization will con- 
tinue to grow and BYOD 
policies will always be a 
necessity, but it's important 
to make sure you strike a 
balance between control 
and user experience. 
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'The tools are now in place. We have 
mobile device management applications 
and malware protection that can go in 
there. Now there are a whole bunch of 
security mechanisms, like containerization 
and application wrapping, on-device 
encryption, secure passwords, and remote 
wipe. There is a whole list of different 
things we can do now to protect the 
corporation from these devices and in 
many cases protect the corporate 
information that is on those devices/ 7 

Bob Hafner 

managing vice president, Gartner 



"Consumerization is a pervasive, very 
far-reaching trend in terms of technology, 
services, software, applications, the way that 
the IT organization operates, the role of IT, 
and careers in IT. What is the future of the IT 
career? The whole role of the IT organization, 
from buying to building solutions, is becom- 
ing more of a broker [role]. It's far-reaching 
and, as far as mobility is concerned, we're 
still at the very early stages of that." 

Paul DeBeasi 

research vice president, Gartner 



view technology, flies in the face of 
traditional logic from an IT admin- 
istrator point of view. According to 
Paul DeBeasi, research vice president 
with Gartner, employees are starting 
to believe that "they know what's best 
for their job," whereas this used to be 
the role of the IT department. But in- 
stead of seeking advice from IT experts, 
many consumers are forgoing a per- 
sonal life and business life separation 
in favor of blending the two together 
with mobile devices. 

"The first thing to overcome is the 
cultural shock of employees telling IT 
what to do," says DeBeasi. "That's an 
obstacle for many enterprises because 
for as long as personal computing 
has been around, it has been the IT 
department for the most part being 
the experts, being the most knowl- 
edgeable, making the rules, buying 
the equipment, deploying it, and 
supporting it. That's been their role 
in life, and for some of these IT staff 
people it has been for decades. Now, 
that has been completely turned up- 
side down, so there's sort of a cultural 
mindset that must be overcome, and I 
wouldn't underestimate that." 

The role of the IT administrator 
and of the IT department as a whole is 
starting to shift away from total control 
to more of a support role within the 
organization. "IT people are entrusted 
with ensuring corporate information is 
not lost out in the public domain and 
that there are no viruses or malware 
that get into the corporate environment 
that can cause security issues," says 
Hafner. And now that well-established 
responsibility must apply to personal 
devices, to varying degrees. 

DETERMINE THE LEVEL 
OF SUPPORT 

BYOD is becoming a way of life, so 
it's not a matter of whether or not you'll 
support consumerization and the in- 
flux of employee-owned devices, it's a 
matter of how much support you'll pro- 
vide. DeBeasi says is starts with some- 
thing as simple as determining whether 
or not employees should be able to 



contact the help desk for personal de- 
vice support, but it doesn't stop there. 
Executives and IT administrators need 
to work together to decide what types 
of hardware, operating systems, and ap- 
plications should be allowed. You have 
to ask yourself whether you want to 
include support for only enterprise apps 
or if you want to extend that support to 
personal apps. 

It used to be that email was one of 
the only true business uses for mobile 
devices in the workplace, but that has 
changed significantly thanks to the 
proliferation of productivity apps and 
the increased performance of mobile 



networks. Employees can now use sales 
apps with access to sensitive informa- 
tion, says Hafner. This is information 
that you "don't really want to get out 
to the public domain," he says. So, de- 
pending on the applications that you 
choose to support, you'll need security 
and management solutions in place to 
mitigate any risks. 

YOU MAY ALREADY 
HAVE WHAT YOU NEED 

If a majority of your employees or 
multiple departments in your orga- 
nization only use business email on 
their personal devices, then you may 
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already have sufficient tools in place 
that you weren't previously aware of. 
"At the very minimum, you have to 
use Exchange ActiveSync, which allows 
you to enforce several policies on the 
device, so [you can] remotely wipe the 
device if it's lost or stolen," says Hafner. 
ActiveSync also provides password en- 
forcement and other security features 
to help you get more control over your 
employee's devices in the workplace. 
And perhaps the best thing about 
ActiveSync is that it is already built into 
Microsoft Exchange and is free to use. 

Hafner says that ActiveSync is "great 
for email, and if you're only allowing 
users to access email, then perhaps 
that's good enough for you right now." 
The only problem with ActiveSync is 
that it really only works for email, and 
most employees are going far beyond 
email in terms of how they use their 
devices for business. Hafner says that 
email is very well-understood and taken 
care of for the most part, but it's with 
other applications that companies need 
to consider the level of security they 
need to fully protect devices and data. 

BACK UP BYOD POLICIES 
WITH SECURITY TOOLS 

It's crucial to create strict BYOD poli- 
cies that limit the risks associated with 
consumerization, but that can't be your 
only course of action. After all, if you 
give your employees free rein on your 
network with only mere suggestions to 
contain their activities, many users will 
simply do what they think is right. This 
is not an option for companies where 
there is a risk of significant data leakage 
via mobile devices. 

The degree of security you need de- 
pends on how mobile devices are being 
used at your company. You can look 
at it from a general perspective, but it 
doesn't hurt to dig a little deeper into 
individual departments and roles. A 
field service technician's device, for ex- 
ample, doesn't hold too much informa- 
tion, Hafner says. "It's got a couple of 
drawings on how the pieces of equip- 
ment he might repair have to be put 
back together, things like that. If it gets 



lost, I just wipe the device and I don't 
really care. You have to determine what 
it is that's going to be on there and the 
level of risk." 

But for employees who need access 
to internal company resources in order 
to do their job from remote locations, 
businesses can implement solutions 
like virtual desktops or thin clients on 
tablets. With this approach, employees 
can "look at information that is stored 
back on the data center, like you would 
with a virtual desktop that you might 
have, but there's really nothing stored 
on the device there at all," says Hafner. 
He warns though that this type of solu- 
tion relies heavily on connectivity, so if 
any of your employees are working in 
regions with poor reception, this might 
not be an option. 

DeBeasi also suggests that companies 
consider MDM (mobile device manage- 
ment) solutions, which provide more 
control over devices. Companies can 
actually monitor devices as endpoints 
and make sure they aren't accessing 
sensitive data or, worse, downloading 
it or transmitting it elsewhere. MDM 
solutions help companies allow or deny 
network connections as well as just have 
a better view into network activity from 
a mobile perspective. 

Another potential solution that both 
Hafner and DeBeasi recommend when 
implementing BYOD policies is con- 
tainerization. Containerization allows 
you to set aside some storage for en- 
terprise-only apps, which blocks access 
to or from other applications on the 
device. "For example, you've got your 
business app on there that does what- 
ever it needs to do and they've loaded 
down 50 games or apps," says Hafner. 
These are isolated from each other, so 
there's no way for you to share a file 
from the business app with one of the 
other apps or the other way around." 
This also prevents potential malware 
from seemingly trustworthy applica- 
tions from affecting any business data 
that's stored on the device. 

DeBeasi warns that "as you go from 
Exchange ActiveSync, to MDM, to con- 
tainers, the IT organization gets more 



and more controls, but it becomes a 
little more intrusive to the user." There 
is a trade-off between control and user 
experience that should be taken into 
consideration and is a "balance that en- 
terprises have to make," he says. After 
all, the main point of implementing a 
BYOD policy is to allow employees to 
use their devices safely and effectively 
to increase their productivity. 

CONTINUED GROWTH OF 
CONSUMERIZATION 

According to Hafner, consumer- 
ization should continue to increase as 
employees are considering or already 
bringing their own PCs, in addition 
to smartphones and tablets, into the 
workplace. But he doesn't necessarily 
see a time, in the next five years at 
least, where BYOD replaces every- 
thing. And the main reason for that 
is that some employees simply don't 
want the responsibility of keeping up 
with technology and choosing their 
own devices. 

"You're trying to run a business, and 
if the person is not technology literate, 
and depending on what the job is, they 
might depend on the organization to 
not only supply the devices, but more 
importantly to support devices," says 
Hafner. "When we're helping people 
put together BYOD strategies for their 
organizations, we tell them that you 
have an opt-in and an opt-out plan 
for people that don't want to do these 
things, because you can't necessarily 
force them." 

However, Hafner doesn't rule out a 
future where companies may decide to 
create new positions or hire new em- 
ployees on the condition that as a part of 
their contract of employment, they must 
"always have a PC and a smartphone 
that's less than two years old" and the 
company may offer compensation for 
usage. But one thing is undeniable: 
Consumerization is here to stay, and 
BYOD policies will be more important 
than ever. You have to make sure you 
have control over your company's data 
and resources, but still give employees 
what they need. 
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4 



Go Mobile 

10 Keys To Employee Mobility 



There's no arguing that mobile 
devices, mobile solutions, and mo- 
bility in general have permanently 
changed how companies and 
workers conduct business. The harsh 
reality for companies yet to arm 
their employees with mobile devices 
and solutions is that the longer they 
wait to do so the farther they fall be- 
hind the competition. The following 
are 10 key benefits related to compa- 
nies embracing mobility. 

WHENEVER & WHEREVER 

Arguably the most frequently 
cited benefit of bringing mobile de- 
vices into the workplace is the ability 
it provides employees to work at 
any time and from any place. 
Beyond the convenience this pro- 
vides employees in terms of working 
from a hotel room, airplane seat, 
home office, and just about anyplace 
else where an Internet connection 



is available, various research con- 
cerning business mobility topics 
strongly suggest companies experi- 
ence improved levels of worker effi- 
ciency and employee job satisfaction. 

CUSTOMER SATISFACTION 

Perhaps the most valuable as- 
pect of adopting a mobile strategy is 
the enhanced service it allows em- 
ployees to pass along to customers. 
Here, benefits can include quicker re- 
sponses to inquiries from customers, 
partners, and suppliers; an ability to 
place orders, check inventory, and 
access specific customer details re- 
motely; implementing mobile-centric 



customer self-service abilities, such 
as tracking deliveries; visually pre- 
senting new products to customers; 
and immediately sharing notes re- 
garding customer visits with col- 
leagues. 

THE CLOUD 

Mobile devices and cloud com- 
puting services go hand in hand 
in helping employees leverage de- 
vices to complete business-related 
tasks. An online storage service, for 
example, provides workers with 
an online space where they can up- 
load, access, and share data from 
any Internet-connected device. For 



Perhaps the most valuable aspect of adopting 
a mobile strategy is the enhanced service it allows 
employees to pass along to customers. 
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The massive bank of productivity tools available 
in the form of free and paid mobile apps helps workers do everything 
from tracking expenses to organizing customer contact lists. 



business owners and IT, mean- 
while, cloud services can offload the 
burden of various day-to-day infra- 
structure responsibilities so that they 
can devote more time and resources 
to planning and launching new rev- 
enue-making initiatives, including 
mobile ones. 

ENHANCED MANAGEMENT 

Especially among smaller busi- 
nesses, mobile devices offer consid- 
erable potential when it comes to 
managing business details while in 
the field. In addition to placing and 
tracking orders on mobile devices, 
for example, users can access in- 
voices, contracts, forms, payments, 
and other pertinent data related to 
clients, partners, and customers as 
needed. Beyond reducing operating 
costs, such management abilities can 
improve the accuracy of gathering 
and sharing of such information. 

IMPROVED COMMUNICATION 

Customers forced to suffer through 
multiple transferred calls, being put 
on hold and sent to voice mail, and 
other obstacles to communicating di- 
rectly probably won't be customers 
long. In addition to making em- 
ployees accessible to customers at 
any time and from any place, mobile 
devices and solutions give employees 
more way to communicate both with 
customers and colleagues. This in- 
cludes Web conferences on a tablet 
and multiple-person conference calls 
on a smartphone. 

CREATE & COLLABORATE 

Historically, being away from the 
office has automatically meant be- 
coming less accessible to customers 
and co-workers. When paired with 



mobile solutions with sharing and 
collaboration support, mobile de- 
vices give employees a platform 
from which they can stay digitally 
connected with customers and co- 
workers. These solutions enable 
employees to share calendars, doc- 
uments, presentations, notes, Web 
pages, photos, videos, and other files 
in real-time. 

APP ACCESS 

The massive bank of productivity 
tools available in the form of free 
and paid mobile apps helps workers 
do everything from tracking ex- 
penses to organizing customer con- 
tact lists. In short, mobile apps can 
greatly assist business users with 
location-based tasks (GPS naviga- 
tion, travel and event planning), 
organization (calendars, appoint- 
ments, expense tracking), booking 
accommodations and transportation 
(hotels, rental cars, air travel), data 
gathering (voice memos, notes, pho- 
tography), social networking (public 
posts, internal social network up- 
dates), and more. 

MOBILE PAYMENTS 

Mobile payment solutions in- 
crease opportunities for taking in 
revenue. They also bring conve- 
nience to customers and eliminate 
the paper trails and administrative 
tasks traditionally associated with 
on-site payments. So arming key 
employees with a smartphone and 
a mobile payment solution that in- 
cludes an attachment for swiping 
credit cards makes it possible to ac- 
cept and process payments wher- 
ever those employees go, whether 
they are walking a trade show floor, 
making a service call, visiting a 



customer's office, or roaming the 
business's own retail floor. 

APP CONTROL 

Many companies don't realize 
that improved mobile app control is 
within reach. An increasing number 
of MAM (mobile application man- 
agement) and MDM (mobile de- 
vice management) providers are 
expanding their offerings to include 
solutions to help businesses create 
internal app stores and thereby gain 
control over the apps employees use 
and where company data is placed. 
Furthermore, an internal app store 
lets a company more easily deploy 
updates for its fleet of mobile de- 
vices, as well as make suggestions 
concerning what apps are best suited 
to their employees. Many solutions 
include the ability to remotely locate 
lost or stolen devices and wipe data 
if necessary. 

MOBILE BUSINESS 
INTELLIGENCE 

Real-time access to information 
is a chief benefit of mobility. The 
breadth and depth of company- 
stored information available to mo- 
bile workers is increasing to the 
point that BI (business intelligence) 
solutions are going mobile. No 
longer confined to big-display dash- 
boards on desktop computers, mo- 
bile versions of BI solutions enable 
traveling salespeople to keep tabs on 
every scrap of information available 
about their clients. These solutions 
are also useful on the sales floor as 
they allow employees to immedi- 
ately access product information, 
check inventory, provide add-on rec- 
ommendations, and gather informa- 
tion based on customer requests. 
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Wireless Charging 

Advancements Bring New Promise For Smartphone Charging 



Wireless charging products, in- 
cluding charging mats designed for 
smartphones, have been available for 
years. The wireless charging industry 
now appears primed to take off in new, 
interesting directions, however. July 
2012 projections from Pike Research 
( www.pikeresearch.com ), for example, 
predict revenues from wireless power 
systems (mobile devices, consumer 
electronics, electric vehicles, etc.) will 
mushroom from $4.9 billion in 2012 
to $15.1 billion in 2020. If true, efforts 
currently in the works will likely play a 
significant role. 

One such effort is Qi (which is pro- 
nounced "chee"), an open standard 
championed by the Wireless Power 
Consortium ( www.wirelesspowerconsor 
tium.com ), an association of 127 com- 
panies with industry ties to mobile 
phone, consumer electronics, infrastruc- 
ture, semiconductor, component, bat- 
tery, and wireless power technologies. 



Notably, Qi removes a sizable obstacle 
that has slowed user adoption of wire- 
less charging solutions to date: compat- 
ibility among devices. 

THE QI WAY 

Established in 2008, the WPC pub- 
lished a low-power specification 
for Qi in 2009 for delivery of up to 
5 watts power. The WPC extended 
the specification in 2011 to medium 
power for delivery of up to 120 watts. 
In 2009, the WPC certified the first 
Qi-based product, and today, there 
are 110 consumer products carrying 
the Qi logo, translating to 8.5 million- 
plus units globally, including 6 mil- 
lion in the United States and 2 million 
in Japan. More than 120 companies 
support Qi, which is found in prod- 
ucts such as smartphones, charging 
pads, gaming controllers, Blu-ray Disc 
recorders, docks, automobile phone 
chargers, alarm clocks, and charging 



modules integrated into tabletops and 
furniture. 

In short, Qi uses magnetic induc- 
tion technology to enable charging 
devices without cords. Place a device 
using integrated Qi technology or a 
Qi accessory (such as an adapter) on 
a Qi-enabled charging surface and 
charging occurs. Qi stands apart from 
proprietary solutions in that any Qi 
device works with any Qi charger or 
surface. Thus, a smartphone from one 
manufacturer works with a charger 
from another, meaning a user could 
charge her Qi-enabled smartphone 
in, say, a cafe or airport where a Qi 
charger is available. 

Menno Treffers, WPC chairman, 
says Qi isn't "a proprietary system 
supported by one or two companies 
only. It's broadly supported in the 
industry, and that's really necessary 
to make this into something that will 
become broadly available." With Qi, 
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he says, ''you just put the phone on 
the desk. When it rings, you pick it 
up. When you want to make a call, 
you pick it up, and all the time when 
it's on the desk it charges." 

Currently, a typical office-based 
Qi scenario might involve setting a 
Qi-enabled smartphone on a charging 
"plate" on a desktop, but someday 
that charger could be built 
into the desktop. "You just 
put the phone on the desk, 
which I do anyway, make 
calls and receive calls, and 
don't bother with con- 
necting and disconnecting 
the phone," Treffers says. 
The result is no longer wor- 
rying (at least as much) 
about battery life and the 
phone being constantly 
ready. Further, Qi can charge de- 
vices as quickly as a wired charger, 
Treffers says, as Qi's delivery of 5 
watts is "significantly more than 
what you get from a standard USB 
desktop PC port." 

SPREADING QI 

Qi, which translates to "vital en- 
ergy" from Chinese, is that it's a 
standard, something Treffers says 
enables driving down costs and get- 
ting suppliers and infrastructure 
players interested. "You can see that 
already now with Qi. I see so many 
companies investing in it." A recent 
example is Nokia's Lumia 920, a 
Windows Phone 8 smartphone with 
integrated Qi technology. The new 
Lumia 820 also supports Qi, albeit via 
a removable shell accessory. 

Additionally, Nokia is partnering 
with national cafe chain Coffee Bean 



& Tea Leaf to implement wireless 
charging plates at various locations. 
Treffers characterizes Nokia's an- 
nouncements as "a tipping point" 
for Qi. Japan, however, is "past tip- 
ping point." Elsewhere, the Kitchen 
67 restaurant in Grand Rapids, 
Mich., recently announced it will en- 
able customers to charge Qi devices 

The Wireless Power 
Consortium's logo for 
Qi, an open standard 
for wireless charging, 
indicates that a device 
uses the technology and 
is interoperable with 
other such devices. 



via wireless charging technology in- 
tegrated into tabletops. Reportedly, 
120-plus locations in Japan already 
offer Qi wireless power charging sta- 
tions in tables. 

"There are no inherent roadblocks 
the standard has to overcome," 
Treffers says. "The spec is available. 
We have the certification available. 
The ICs [integrated circuits] are avail- 
able. It's now just a matter of getting 
the products into the consumers' 
hands. The driving factor is the adop- 
tion of mobile phones as an integrated 
feature, not as a backdoor option or 
sleeve, but integrated into the phone." 
Treffers says Qi adoption is occur- 
ring faster than expected. "Compared 
to a standard like Bluetooth, I think 
we're doing slightly better than what's 
been done historically," he says. 
Achieving mainstream acceptance is 
now a matter of phone manufacturers 



explaining Qi to users. "Consumers 
aren't interested in the standard as 
such. They want to see it implemented 
in the product." 

The WPC is now working to ex- 
tend Qi to deliver 10 to 15 watts. "For 
tablets, you need more than 5 watts 
to have a reasonable charging experi- 
ence," Treffers says. "The extension 
we're working on now will provide 
10 to 15 watts into the receiver, and 
that's something that becomes inter- 
esting for tablets." 

ALSO OF NOTE 

In addition to Qi there are other 
wireless charging efforts in the 
works. One attracting attention 
is Intel's ( www.intel.com ) Wireless 
Charging Technology, first demoed 
in 2008. In late August, Intel and 
Integrated Device Technology ( www 
.idt.com ) announced IDT will create 
chipsets supporting the technology. 
An Intel blog stated IDT's involve- 
ment "leads to a solution that isn't 
limited to inductive charging and 
'smartphone on a charging mat' 
usage." Further, IDT's resonance 
wireless charging technology "sim- 
plifies the way the PC charges the 
phone wirelessly." 

Intel says it is working with pe- 
ripheral makers, OEMs, and others to 
"deliver a cost-effective and simpler 
path to wireless charging." Usage- 
wise, Intel suggests imagining a 
wireless charging solution integrated 
into an Ultrabook. Upon starting 
WCT detection software, a user set 
a smartphone roughly an inch from 
the Ultrabook, after which "coupling 
takes place between the two devices 
and energy begins to seamlessly and 
wirelessly flow from the Ultrabook 
to the smartphone." Within an hour 
the smartphone would be sufficiently 
recharged to make it through the af- 
ternoon, according to Intel. IDT plans 
to deliver a full chipset solution for 
reference design by early 2013. Intel, 
however, isn't setting a timeframe 
for availability of WCT-enabled con- 
sumer products. 




"You just put the phone on the desk, 
which I do anyway, make calls and receive 
calls, and don't bother with connecting 
and disconnecting the phone." 



chairman, Wireless Power Consortium 
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Smartphone Upgrades 

When It Is (& Isn't) A Good Time To Update Your Smartphone 



It is the best of times and it is the 
worst of times to own a smartphone. 
Without a doubt, today's smartphone 
users benefit from an explosion of 
available apps and more computing 
power than what many PCs had just 
a few years ago. But it is also a dif- 
ficult time when trying to decide if 
you need an upgrade. OEMs consis- 
tently launch phones packed with 
what they say are "next generation" 
features and computing power, while 
the real benefits of making the switch 
are not always apparent. 

There are certainly times when up- 
grading your smartphone can make a 
lot of sense, of course. Only an OS or 
hardware upgrade, for example, might 
be necessary to run certain apps you 
need. But at least as often, users often 
confuse "nice to have" with "must 
have" features and end up investing in 
something that just does not work that 
much better than their old smartphone 



did. To get around the conundrum, here 
are some things to keep in mind when 
deciding when it is and isn't time to in- 
vest in something better. 

MAKING THE OS JUMP 

Whether your smartphone is run- 
ning an older or a recent version of 
the OS it supports, upgrading to the 
latest release makes good sense. A 
case in point is Google's Android 4.1 
(aka Jelly Bean). It definitely will tax 
older smartphones' CPU resources 
and memory to run it, but older and 
newer Android devices will benefit 
from better animations, user feed- 
back, and other features. 

However, upgrading to a new OS 
has its caveats. The new OS can delete 
existing apps and data, or in the worst 
case, cause the device to crash beyond 
recovery, although this rarely hap- 
pens. A rule of thumb is to back up 
your data before installing a new OS 



(hopefully you are backing up your 
smartphone's data regularly, anyway) 
in case the new OS installation re- 
moves any of the data you need. 

DO YOU REALLY NEED 
THAT 8 MP CAMERA? 

Users continue to invest in PCs with 
faster CPUs even when they only run 
basic office and Internet applications 
and notice little, if any, performance 
improvements. Similarly, in the mobile 
space, your basic email, calendar, or 
Web browser apps are not going to run 
that much faster after upgrading to a 
1.4GHz from a 1GHz processor. 

Vendors also try to convince users 
to upgrade their devices based on 
smartphone-specific hardware fea- 
tures that they claim are important 
without making a solid case why 
you need them to work better. Bigger 
screens or cameras with more mega- 
pixels are a case in point. For work 



50 March 2013 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



use, it almost goes without saying 
that neither of these "improvements" 
will help you work faster or smarter. 
A larger screen will likely also result 
in an extra drain on the battery. 

FASTER NETWORK SPEEDS 

U.S. carriers have certainly made 
significant improvements to their cel- 
lular networks during the past few 
years. As an example, users have seen 
download speeds of well over 6.4Mbps 
when switching from 3G to newer- 
and-much-f aster 4G networks. Users 
who consistently download large files 
or stream video feeds to their smart- 
phones are definitely able to benefit 
from upgrading to devices that can 
take advantage of fast network speeds. 

However, once again, the useful- 
ness of the feature depends on what 
you use your smartphone for. Being 
able to download your push email 
faster or quicker access to Web 
browser content may not be worth 
the upgrade cost for many users. And 
for users who need to conserve their 
smartphone battery life for as long as 
they can, 4G networks can drain much 
more power than 3G connections do. 

TIMING THE UPGRADE 

Phone carriers have largely subsi- 
dized the smartphone boom by selling 
devices below their suggested manu- 
facturer retail price in order to entice 
customers to buy into their often costly 



data service plans and two-year con- 
tracts. An upgrade can certainly make 
sense at the end of the contract period, 
but before that, paying a hefty pre- 
mium for a new device or OS becomes 
a very expensive proposition. For en- 
terprise buyers who are outfitting hun- 
dreds or even thousands of users, the 
price gouge is compounded. 

Vendors and carriers, of course, will 
always tout the new features of their 
new devices as major advances in mo- 
bile technology. But for the reasons de- 
scribed above, a new processor, screen 
size, or other hardware upgrade is prob- 
ably not going to improve your mobile 
computing experience enough to com- 
pensate for the hefty markup you pay 
for a new device purchased before the 
contract period is over. 

Many users also hesitate to upgrade 
when their contract period is over, 
hoping that a new "next-big-thing" 
smartphone launch is just around the 
corner. Many users do this because 
they have been burned before, such as 
when they are locked into a new con- 
tract just weeks before a phone goes 
on sale with much better features for 
the same price. 

But guessing when a much better 
phone will launch is often like trying 
to guess when a company's share price 
is going to go up. Even journalists who 
obsessively track smartphone releases 
usually do not know when a vendor 
will launch a new phone with major 



improvements. So once the contract 
period is over, it is usually best to up- 
grade to something new you need 
now, instead of waiting for when and if 
something better becomes available for 
the same price. 

THE BACKUP IMPERATIVE 

If you are not regularly backing up 
your smartphone's data to an enter- 
prise or cloud server, then download 
the right app now and begin making 
backups today. If your smartphone 
does not offer this capability, then now 
is the time to upgrade your device to 
begin making those backups. In fact, 
one of the most legitimate reasons to 
invest in an upgrade is to be able to add 
data-recovery security to the repertoire 
of available apps that your smartphone 
can run. The reason becomes painfully 
obvious once you lose your smart- 
phone that contains the only copies of 
your contact, calendar, and critical data. 

However, the upgrade you choose 
for backups should hinge on which 
solution offers the best fit with your 
company's network. Some enterprises 
have systems in place that automati- 
cally back up and store mobile data 
through cellular connections, but the 
new phone you choose will require an 
OS that is compatible with that soft- 
ware. If your enterprise does not have 
a backup system in place for mobile de- 
vices, cloud alternatives exist for mul- 
tiple platforms. 



> Future Snapshot: 
Smartphones In 2016 

According to IDC, 
global smartphone 
shipments will see a 
12.7% compound an- 
nual growth rate overall 
between 2012 and 
2016. This chart shows 
the breakdown by OS 
as forecast for 2016. 



BlackBerry OS 



Others 

3.0% (-5.4%CAGR) 




> A Few Specs To Watch For 

CPU: Processors with clock speeds around 1.5GHz are 
excellent. Look for dual-core CPUs for better multi-tasking; 
some smartphones even sport quad-core CPUs. 
Memory: Try to find a smartphone with at least 1 GB 
RAM; 2GB is better and is becoming more common. 
Storage: Although sometimes referred to as "memory," in- 
ternal storage is a separate category Many smartphones 
have at least 8GB of storage these days; some have 
16GB or more. If you expect to need more, get a phone 
with more at the outset or one with a memory card slot. 
Battery: Longer life per charge is obviously better, so 
compare before buying; 8 hours is common, but many 
smartphones offer around 12 hours. 
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Faster, Smarter 
Customer Reach 

Near Field Communication Approaches Mainstream 



A BILLBOARD ADVERTISEMENT for a 

luxury sports car you were dreaming 
about catches your eye as you wait in 
line for a taxi. The ad displays a website 
URL for information about a test drive, 
which you copy onto your smartphone 
by physically pressing it against the dis- 
play. After getting in a cab to go to a 
trade show, you access the Web address 
on your smartphone to schedule an ap- 
pointment at your local car dealership 
the next day. You then pay the fare and 
tip by once again holding the phone 
against an electronic tag that is inside 
the cab as the driver lets you off in front 
of the convention center. 

You exchange contact and other 
information throughout the day by 
touching your phone against name tags 
and booth kiosks. You use your smart- 
phone to buy a sandwich for lunch and, 



at the end of the workday, check into 
your hotel and, later on, pass through 
the ticket gate at an NBA basketball 
game. You do all this without ever 
having to pay with cash, use a credit 
card, or even reach for your wallet. 

The scenario illustrates what ana- 
lysts say will become an increasingly 
common way for consumers to pay 
for things and access information: by 
adopting NFC (near field communi- 
cation) technology. When and if NFC 
becomes as ubiquitous as Bluetooth 
and other wireless technologies are, 
enterprises could reap great rewards 
by using the technology for marketing, 
identification, and retail applications. 

THE TECHNOLOGY PRIMER 

NFC technology uses a chip design 
and wireless standard that proponents 



say offer advantages that are lacking 
in competing wireless technologies, 
such as Bluetooth, SMS, RFID, or SMS 
connections. NFC's main feature is 
its relative rapidity and ease of use. 
By removing the need to wait for a 
handshake with another device or re- 
quiring additional user input, NFC's 
data transfer is almost immediate; the 
user only has to place the NFC chip 
against an NFC reader (or within a 
20cm distance) to initiate an almost- 
immediate data transfer. 

While the technology has existed 
for a number of years, its more rapid 
adoption recently is attributed to the 
use of a single NFC standard. Many 
enterprises initially balked at the risk 
of using a technology based on dif- 
ferent and often proprietary flavors 
of NFC that were often incompatible. 
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'The biggest thing you need to outfit 
employees with is the phones themselves 
[for enterprise use]. However, while a 
majority of companies are shifting over 
to BYOD mobile strategies, I expect to see 
employers wait for NFC to saturate the 
consumer market first/ 7 




'Tour phone becomes your ticket, and by 
bumping it to a device or passing close 
enough for the device to be read, you are 
green-lighted for entry" 



Clive Longbottom 

founder and analyst, Quocirca 



"It now looks increasingly likely that 
adoption will accelerate in the one impor- 
tant segment of the market, which is the 
mobile phone. All major smartphone ven- 
dors, with the notable exception of Apple, 
have shipped NFC handsets." 

Mark Hung 

research director, Gartner Research 




But now that the standards issue 
is resolved, NFC's low price makes 
it especially enticing. OEMs are also 
increasingly equipping smartphones 
with NFC devices, a measure that is 
also stoking growth. According to 
Forrester Research ( www.forrester.com ) , 
the final total for worldwide NFC- 
equipped handset shipments in 2012 
is expected to more than double to 80 
million units compared to 35 million 
units shipped in 2011. Consumers are 
thus increasingly able to use NFC- 
enabled smartphones to connect to 
NFC readers that are attached to 
clothing, fast-food restaurant coun- 
ters, ticket gates, billboard advertise- 
ments, and other objects. 

"It now looks increasingly likely 
that adoption will accelerate in the 
one important segment of the market, 
which is the mobile phone," says 
Mark Hung, a research director 
with Gartner Research ( www.gartner 
.com ). "All major smartphone ven- 
dors, with the notable exception of 
Apple, have shipped NFC handsets." 
Manufacturers will also increasingly 
embed laptops, tablets, and other de- 
vices with NFC chips. 

BEYOND PAYMENT 

NFC's wide-scale adoption does 
not completely hinge on its success 
as a means of payment, despite the 
hype. Merchants' and advertisers' 
use of the technology to engage and 
share information with customers is 
another example of an application 
that should eventually see large-scale 
adoption. At kiosks or billboard dis- 
plays, consumers will be prompted 
to use their NFC-enabled devices to 
upload content such as coupons or 
product information. 

Ticket entry is another prom- 
ising application for NFC, says Clive 
Longbottom, analyst and founder of 
Quocirca ( www.quocirca.com ). "Your 
phone becomes your ticket, and by 
bumping it to a device or passing 
close enough for the device to be 
read, you are green-lighted for entry," 
Longbottom says. "This then passes 



on to a more advanced form of entry, 
such as security at airlines gates. Your 
phone becomes your boarding card, 
which gets you through . . . initial 
entry, check-in, and baggage security, 
and onto the plane itself." 

ENTERPRISE INTERNAL 

Enterprises can also potentially 
benefit from the use of NFC beyond 
sales and marketing applications. As 
an internal security-check technology, 
for example, card-based NFC devices 
can be used to log the movement of 
employees, contractors, and visitors at 
an organization's facility. 

"A card-based NFC system could 
work well when combined with the 
actual physical use of the cards for 



Jeffrey Hammond 

vice president, principal analyst, Forrester Research 



swiping at defined points, such as 
where the user needs to be prompted 
when entering a specific type of se- 
cured area," Longbottom says. 

Eventually, enterprises could save 
money by relying on employees' de- 
vices as part of a BYOD (bring your 
own device) policy if and when NFC- 
enabled smart phones become the 
norm. "The biggest thing you need to 
outfit employees with is the phones 
themselves [for enterprise use]," says 
Jeffrey Hammond, a vice president 
and principal analyst for Forrester. 

"However," Hammond adds, "while 
a majority of companies are shifting 
over to BYOD mobile strategies, I expect 
to see employers wait for NFC to satu- 
rate the consumer market first." 
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Smartphone Tips 

Quick Advice For Simple Problems 



WINDOWS PHONE 



GET AUDIBLE EMAIL 
NOTIFICATIONS 

> If you're waiting for an im- 
portant email but don't want 
to have to keep looking at 
your Windows Phone 7 de- 
vice, you can temporarily set 
up an email tone. To do this, 
select Start and Settings, tap 
Ringtones & Sounds, and tap 
Sound in the New Email sec- 
tion. Then just select the no- 
tification sound you want. 
From this menu, you can also 
set or change your voicemail 
and text message tones. Check 
boxes also let you disable and 
enable audio feedback for ap- 
pointments, key presses, and 
locking and unlocking. 



SETUP FIND MY PHONE 

> Whether your Windows Phone 8 smartphone falls between the seat cushions at home or 
gets lost or stolen while you're in an airport, the newest version of the OS includes a Find 
My Phone feature that has you covered. Rather than set this service up on your phone, you 
must visit www.windowsphone.com , create an account if you don't already have one, and then 
activate the service. 

When you visit the website, click the phone icon in the upper right corner, and select 
Find My Phone. After you activate the service, this is the same place you can go to make 
remote changes to your device. You can map your phone's location, lock the phone and 
show a message on the lock screen, or completely erase the data from your phone if you be- 
lieve the phone has become permanently lost or stolen. Regardless of how careful you are 
with your Windows Phone 8 device, it's a good idea to set up Find My Phone just in case. 

WORD MOBILE TIPS 

> To create a new Word Mobile document, flick left from the Start menu to access the App 
list, and then tap Office. Next, flick the screen to the left to access Documents, tap the plus 
sign icon adjacent to New Document, and then tap Word Document. The on-screen key- 
board will appear and you can begin composing right away. 

To view and edit existing Word documents using Microsoft Word Mobile, swipe your 
finger to the left on Start to access the apps list, and then tap Office to launch the application. 
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ANDROID 



SEND ANNOYING CALLS 
DIRECTLY TO VOICE MAIL 

> We all have them: that person or 
company that keeps calling multiple 
times a day. You can ignore the call, 
and eventually the caller will either 
hang up or be routed to your voice 
mail. But why not save time (yours, 
that is), and send them to your voice 
mail to begin with? 

Bring up your list of contacts. Select 
the annoying caller from the list, and 
tap the Menu button. Tap Options and 
place a check mark in the Incoming 
Calls: Send Directly To Voicemail box. 

SET OR CHANGE 
DEFAULT APPS 

The Android OS allows you to set 
default apps for just about everything. 
Have a favorite browser and mes- 
saging client? No problem. Android 
will be happy to use them as the de- 
fault applications. Likewise, if you're 
tired of the email app you installed 
and you want to try another, you can 
do it without removing the first app by 
changing the "use as default" settings. 

Select Menu, Settings, Applications, 
Manage Applications. Scroll through 
the list of applications and select the 
app you wish to deselect as the default. 
In the Application Info section that 
opens, scroll down and tap the Clear 
Defaults button. 

The next time you use another app, 
or perform an action that requires an 
app to open where no default is set, 
Android will ask if you wish to use the 
app as the default. 



r 



All calls to voicemail 







1 



KEEP YOUR SCREEN 
FROM AUTO ROTATING 

>* Most of us have a love/hate re- 
lationship with a particular feature 
of newer smartphones and tablets: 
the ability of the phone or tablet to 
automatically change screen orien- 
tation when we rotate the device. 
The problem is that most devices 
are just a little too sensitive and 
change orientation in response to 
the slightest tilt or movement. 

You can lock the display ori- 
entation with a few taps. Select 
Device Settings, and then scroll to 
select Display. Remove the check 
mark from the orientation item 
that says, "Switch orientation au- 
tomatically when rotating phone." 

For most Android phones, 
this process will lock the display 
in portrait mode. If you prefer to 
lock the phone in landscape ori- 
entation, you will have to install a 
third-party app to add this capability. 



Conditions 



R Battery 

* Plugged In 



t/^jj Time 

1 1 :00pm - 7:00am SMTWTFS 



Add Condition 



Settings 




Some smartphones are so sensitive that they 
switch between portrait and landscape orienta- 
tion at the slightest movement. Fortunately, 
there's a lock for that. 



IGNORE WITH TEXT 

>■ One downside to smartphones is the expectation that you'll be connected and 
available 24/7. Your co-workers, family, or friends may think you can drop ev- 
erything to take their calls, but you may have more important things to do. 

That doesn't mean you have to ignore them, though. If your smartphone is run- 
ning Android 2.3 (aka Gingerbread) or later, you can send a canned text response. 

You can usually find the feature, known as Ignore With Text, in the mcoming 
call screen. There are three options: Pick Up, Ignore, and Ignore With Text. 
Selecting the Ignore With Text option presents four canned text messages to 
choose from, plus the option to create your own custom messages. The canned 
messages run along the lines of "Can't talk now " and "Call me later." If none of 
the canned messages are suitable, you can create your own, such as "I'm up to 
my eyeballs in alligators. Please call back later." You can be as succinct or as cre- 
ative as you like. 



You can banish annoying repeat callers in Android by selecting their names from your 
Contact list and putting a check mark in the All Calls To Voicemail box. 
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B LAC KB E R RY 



NIX POP-UPS 

> If you're weary of unintention- 
ally making pop-up menus ap- 
pear on your keyboard-based 
BlackBerry smartphone, there's an 
easy fix: turn off pop-up menus. 
Select the Options icon on the 
Home screen. Select Typing And 
Language and then Touchscreen 
Sensitivity. Remove the check mark 
from the Open Pop-up Menu On 
Touch-Hold check box. Press the 
Menu key and then select Save. 

OPEN APPS QUICKLY 

> Are there certain apps you ac- 
cess frequently on your keyboard- 
based BlackBerry smartphone? 
If so, you can configure specific 
keys to quickly launch those apps. 
Select the Options icon on the 
home screen. Select Device and 
then Convenience Key. Add the 
appropriate information to the 
Convenience Key Opens field, de- 
pending on the app you want to 
launch and the key you want to 
use to launch it. When you're done 
making changes, press the Menu 
key and then select Save. 

CLOSE BACKGROUND APPS 

> To free up a few CPU cycles, just 
press and hold the Menu button 
to display a list of recently opened 
applications, select an application 
you want to close, press the Menu 
button, and then select Close to 
fully exit the application. To access 
this list on an older BlackBerry OS 
5-based device, just press the Menu 
button twice in quick succession. 
Perform the same steps to close the 
applications. 



CONFIGURE FOLDERS FOR SYNCING 

>* To take control over which folders and items get synced to your BlackBerry, 
you need to first make sure your BlackBerry is set to sync at least one email ac- 
count. Then, launch the Messages app, press the Menu key, select Options, select 
Email Settings, press the Menu key again, and then select Folder Redirection. 
Expand the folders if necessary, and then select the folders you want to redirect. 
When you're finished, press the Menu key and then select Save. 

PASSWORD KEEPER 

> It seems like every website you use re- 
quires a username and password, and it's 
not safe to use the same password for all of 
them. Also, some sites even require you to 
regularly change your passwords. To help 
you keep track of them all, BlackBerry offers 
the Password Keeper utility, an application 
that lets you record and manage all of your 
usernames and passwords in one place. 

To launch Password Keeper, select the 
Applications folder from the main menu 
and then select the Password Keeper icon. 
The first time you launch the utility, you 
will be prompted to choose and confirm 
a new master password. Enter your pass- 
word and select OK. To add a new entry, 
press the Menu key, click New, type the 
relevant information (username, password, 
website), click the trackpad /trackball, and 
then click Save. 

Password Keeper can also generate random passwords of any given length 
with letters, numbers, and symbols. To do this, click the Menu button from 
within Password Keeper, select New, press the Menu button again, and select 
Random Password. Use the Options menu option to adjust the parameters of the 
random password. Now that remembering passwords is no longer a problem 
(just don't forget your Password Keeper password), you can fortify all those 
weak passwords you've been using and reusing. 

Now that remembering passwords is no longer a problem 
(just don't forget your Password Keeper password), 
you can fortify all those weak passwords 
youVe been using and reusing. 
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Password Keeper for your BlackBerry 
keeps track of all your usernames 
and passwords. 
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iOS 



SLEEP TIMER 

> Remember that old clock radio 
from your childhood? You could 
set it to let you fall asleep to music. 
After a predefined period, the radio 
would turn itself off. Your iPhone 
has the same capability, although 
it's hidden away. 

You probably briefly glanced at 
the Clock app that's included with 
your iOS device, set the time, and 
then never looked any deeper. 
Hidden within the Clock app is a 
sleep timer that will set the iPod 
app to play for a specified period 
of time and then quit. Launch the 
Clock app and tap the Timer tab. 
Use the dials to set the number of 
hours and minutes you want the 
timer to run. Tap the When Timer 
Ends button. Scroll through the list 
of sounds that can be played and se- 
lect the Stop Playing option. When 
the timer finishes counting down, 
it will quit playing whatever is run- 
ning in the iPod app. 




Hidden within the Clock app 
is a sleep timer that will set 
the iPod app to play for a 
specified period of time. 



IMPROVE YOUR PHOTOS 

> Pro and semi-pro photog- 
raphers know that clicking the 
shutter button on a camera causes 
the camera to shake. This may not 
be that important when you're 
shooting in bright light or using a 
high-speed shutter setting. But in 
low light and at low shutter speeds, 
even a little bit of camera shake can 
cause blurry images. 

The iPhone doesn't have a mechan- 
ical shutter, but you can still end up 
with blurry images. More often than 
not, when you try to hold your iPhone 
steady while you tap the shutter icon, 
your hand will cause the iPhone to 
move slightly. Here's a better way. 

Plug your headphone cord into 
your iPhone — you know, the one 
with the volume buttons built into the 
cord. Get your iPhone ready to shoot 
an image, but instead of tapping the 
shutter icon, press the volume button 
on the headphone cord. You should 
get a nice clear image because you 
didn't have to tap the iPhone. 




There's a trick to avoiding blurry images 
when you use your iPhone camera. Believe 
it or not, it involves your headphone cord. 



AIRPRINT ADVICE 

> The iPhone has had the ability to print to a wireless printer since the 
iPhone 3GS, but for many of you, the ability to print from your iPhone re- 
mains a mystery, something that appears to require special incantations and 
the proper phase of the moon. In reality, most of the problems that individ- 
uals experience when trying to print from their iPhones are caused by using 
the wrong type of printer. The printer must support AirPrint protocols, and 
must be connected to the same Wi-Fi network as the iPhone. You can check 
the printer's manual or the manufacturer's feature list to ensure that it sup- 
ports AirPrint. If it does, here's how to print from your iPhone. 

The AirPrint-enabled printer must be connected directly to your Wi-Fi 
network. It can't be connected indirectly through a Mac or PC, or through a 
third-party wireless printer adapter. To print from your iPhone, bring up an 
app and select the page you wish to print. Tap the Action button, then tap 
the Print button. In the dialog box that opens, configure any relevant printer 
options, such as page size or number of copies, and then tap Print. 
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Too Many Passwords? 

Simplify & Secure Your Digital Life 

In the past couple of years, at- 
tacks on Gawker.com and Linkedln 
resulted in hackers gaining access to 
millions of passwords. The incidents 
have heightened awareness for the 
importance of using strong pass- 
words, as these and other websites 
have advised users to change their 
passwords to something different (at 
least) or something difficult-to-guess 
and even potentially unique (even 
better). So you may be wondering: 
What separates a good password 
from a bad one? And how, if you 
heed the warnings about not using 
the same password for multiple web- 
sites, do you keep track of all the 
passwords you create? 

BEST PRACTICES 

A password shouldn't be a simple 
word, because hackers typically have 
software that can attempt up to thou- 
sands of dictionary combinations. 



And because some websites require a The longer the string, the harder 
number in the password, the automatic the password will be to crack. The 
hacking tools typically add a single downside is that the random assort- 
digit behind the common words and ment of characters isn't easy to re- 
phrases. Thus, a pass- member, so a long 
word such as "home5" set of mixed charac- 
isn't any more secure rr-.i -i , ters isn't really prac- 
than "home." Other tical. Fortunately, 
unwise choices in- password would there are a few easy 

elude passwords that be a random **P S ^ or crea ^ n S com ~ 

involve personal infor- . . plex passwords that 

mation that a hacker are memorable. One 

or someone with per- of uppercase and common method is 

sonai knowledge of lowercase letters *° use ^ rs * i e ^ ers 

you could have access -, of a favorite phrase 

to. For example, a last or lyric. For instance, 

name, a partner's first "I pledge allegiance 

name, a child's name, to the flag of the 

or a number combination that involves United States of America, and to the 

the birthday of yourself or a loved one Republic for which it stands" could 

is not advisable. become Ipa2tFotUSAattRfwis. In this 

The best password would be a example, we mixed the uppercase 

random combination of uppercase and lowercase letters by capitalizing 

and lowercase letters and numbers. the letter for Republic. The key is that 
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the phrase be easily remembered and 
that it fit within the prescribed pass- 
word size and requirements. 

WHY YOU SHOULDN'T REPEAT 
PASSWORDS 

Another issue that often comes 
to light following major website at- 
tacks is that many users choose to 
use the identical password for mul- 
tiple sites. We know that it's tough 
to remember all the different pass- 
words, or even which passwords 
correlate with a given Web service. 
And storing the passwords some- 
where — whether on a sticky note 
or a spreadsheet on your PC — isn't 
advisable because anyone who has 
access to your computer could also 
make off with your passwords. 

To protect yourself, you could keep 
a list of your usernames and pass- 
words in an encrypted file on your 
PC or smartphone. However, if your 
computer crashes or you lose your 
phone, you risk losing that list. In 
which case, your only remedy would 
be to contact an administrator of each 
Web service to retrieve your pass- 
words. Some people have turned to 
password manager tools to keep track 
of their many usernames and pass- 
words for sites. 

PASSWORD MANAGERS 

When using a password man- 
ager, you only have one master pass- 
word to remember, and it becomes 
your key to unlocking the credential 
storing software. Password manager 
utilities are available in standalone 
(offline) and Web utility (online) op- 
tions. Although password manager 
features vary, the programs typically 
work the same. You need to first 
create an account, which you secure 
behind a master password, and then 



you save all your usernames and 
passwords into the program. The soft- 
ware encrypts your data, so only indi- 
viduals with the master password can 
access the files. 

After you add a username and 
password for a specific website, the 
manager program will automatically 
enter your secure login information 
when you access that site. Not only 
does this method reduce the burden 
of remembering the credentials, but 
it also is a deterrent to hackers who 
may use keyloggers to monitor the 
keys you press in the hopes of gain- 
ing knowledge about your usernames 
and passwords. 

Password manager programs are 
also beneficial because the one-click 
logon will save you time when logging 
in to websites. Another plus is that 
many of these programs support a 
variety of popular Web browsers, in- 
cluding Microsoft Internet Explorer, 
Mozilla Firefox, and Google Chrome. 

KEY PASSWORD MANAGER 
FEATURES 

Some password managers feature 
random password generators that are 
ideal for creating highly secure pass- 
words. Once the program generates 
a password, it saves the password 
and links it to the website and user- 
name you prefer so you never need 
to remember the complex sequence. 
Another popular feature is automatic 
form fill, where the password manager 
enters your saved personal informa- 
tion (such as name, address, phone 
number, or credit card number) into 
Web forms. Similar to the automatic 
password fill-in, automatic form fill 
can deter keyloggers from steal- 
ing your personal identity. 

You can also download pass- 
word management apps for your 



To protect yourself, you could keep a list 

of your usernames and passwords 

in an encrypted file on your PC or smartphone. 



mobile devices. Some apps work in 
conjunction with an online service, 
but in general such apps will at least 
provide a PIN- or password-protected 
space on your smartphone or tablet for 
securely storing passwords and other 
vital information. 

THE CONS OF PASSWORD 
MANAGERS 

Because you probably won't be 
physically typing in passwords very 
often, it's much easier to forget your 
usernames and passwords. And if you 
need to get into your accounts from 
several computers, it may take extra 
time to do so through an online pass- 
word manager utility. You may also 
run into issues if you use an offline 
password manager and need to ac- 
cess your passwords on a different PC, 
such as one at a hotel or at work. 



» Just Encrypt It 

If you decide to create a 
password list and encrypt it 
on a hard drive or portable 
USB drive, whatever you lose 
in having to jump through a 
few hoops, you gain in the 
ability to encrypt and store all 
kinds of files. TrueCrypt ( www 
.truecrypt.org ) offers free, 
open-source encryption soft- 
ware (donation requested) that 
you can use for passwords 
or anything else you want to 
keep safe. Simply download 
the software, create a secure 
container on the drive of your 
choice, encrypt it with a strong 
password, and you're all set. 




TrueCrypt Volume Creation Wizard 

f* Create an encrypted file container 

he»p»ienced users, 
More information 
C Encrypt a non-system partition/drive 



f ' Encrypt the system partition or entire system drive 

Encrypts the :■ 7- . e .— e-e '. :: s s .- ; sc. - : e 
who wants :o - f ::ess . :-e re s. s;e-- -eec e~c * ~i 
files , etc, , wil need to enter the correct password each time 
f ~z:r-= z-e= r ■" tce'" 7- . 
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Audio Formats 



A Quick Guide 



Even if you're not a bona fide au- 
diophile, it's likely that you are fa- 
miliar with the MP3 audio format. 
Indeed, you probably have MP3 files 
in your digital music library. MP3 
has been the most popular format 
among digital music listeners for 
years and is almost universally sup- 
ported by devices that play digital 
music. Still, MP3 is far from the only 
audio format in use, and in fact has 
some drawbacks compared to cer- 
tain other formats, including lagging 
sound quality. Other formats, how- 
ever, don't enjoy the widespread sup- 
port MP3 does. This article provides 
details about the most common audio 
formats in terms of mobile device use 
and explains how the formats differ. 

FORMATS & CODECS 

Whether buying digital music 
from an online music store or ripping 
tracks from CD (i.e., copying tracks 



from media to a computer of some 
kind) to listen to on a mobile device, 
it's vital to know what audio formats 
that device supports. Typically, you 
can find this information by checking 
the device's specifications on the man- 
ufacturer's website, in user manual, or 
the box the device shipped in. 

Understanding the differences be- 
tween audio formats and codecs is 
also important. A codec (short for 
compressor-decompressor) is soft- 
ware that uses algorithms to encode 
and decode audio data from an audio 
source (such as a CD) based on an 
audio format, and then stores the data 



as an audio file. MP3 is one example 
of an audio format, and a device must 
support the MP3 format in order to 
play MP3 files. 

Consider the process of rip- 
ping tracks from an audio CD using 
Microsoft's Windows Media Player 
software. Like most audio /video soft- 
ware, WMP supports ripping tracks 
using one of many supported audio 
formats, including MP3. By default, 
however, WMP uses a Windows 
Media Audio codec to create WMA 
files. To play the files, a mobile device 
must support the WMA format, some- 
thing not all devices do. 



Whether buying digital music from an online 
music store or ripping tracks from CD to listen to on a 
mobile device, it's vital to know what audio 
formats that device supports. 
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It's also important to under- 
stand that audio formats are gener- 
ally categorized as uncompressed, 
lossless, or lossy. Uncompressed 
formats, such as the WAV format, 
use no compression when encoding 
audio data, so the process to create 



uncompressed audio files removes 
no original audio data but generate 
large audio files (roughly 10MB of 
space per one minute of audio in the 
case of WAV files). Lossless formats, 
such as FLAC, use compression to 
create smaller files but lose no data. 
Lossy formats, such as MP3, use a 
great deal of compression compara- 
tively to create small files but remove 
original data to do so. Generally, 
uncompressed and lossless formats 
are considered to provide better 
audio quality than lossy formats. 
Additionally, while it's possible to 
compress, say, a FLAC file, it's not 
possible to add audio data back to an 
MP3 file. 

BIT RATES & QUALITY 

Years ago, consumers purchased 
PMPs (portable media players) solely 
to store, transport, and play songs 
they ripped from their music CDs. If 
those CD tracks were not compressed 
into smaller digital files, however, a 
PMP couldn't store many songs. The 
key to ripping tracks effectively is in 
the bit rate, which is one element that 
affects the size and sound quality of a 
resulting audio file. 

Bit rate refers to how much data 
is delivered over a set amount 
of time. In audio terms, bit rate is 
typically measured in Kbps (kilobits 
per second), thus a 128Kbps track 
delivers 128 kilobits per second. 



Generally, a higher bit rate results 
in higher quality, but also results in 
a larger file size and therefore re- 
quires more storage space. Ripping 
an audio track with a 128Kbps bit 
rate (considered near CD-quality), 
for example, creates a smaller file and 



uses less space than a 320Kbps file 
but has lower quality. Today, users 
obtain digital music predominantly 
from online music stores, and the two 
leading stores sell tracks downloaded 
as 256Kbps digital files. 

Related to bit rate is CBR (constant 
bit rate) and VBR (variable bit rate). 
A track with a CBR means the same 
bit rate was used throughout the cre- 
ation process. A track with a VBR 
means the bit rate adjusted according 
to the track's data. For example, the 
bit rate would adjust upward (and 
store more data) to match the intri- 
cacy of a 10-piece string section but 
adjust downward (and store less 
data) for a one-note triangle section, 
all without losing any audio quality. 

AUDIO FILE FORMATS 

As mentioned, although MP3 is 
supported by virtually all mobile de- 
vices, the same type of support isn't 
true of other audio formats. The eas- 
iest way to check which formats a 
device supports is referencing the de- 
vice's specifications. The following 
are common audio formats. 

AAC (Advanced Audio Coding). 

AAC is a lossy format with wide- 
spread device support. The format is 
known for offering improved com- 
pression over MP3, thus producing 
smaller files at the same bit rate, but 
with equal or better audio quality. 



Files encoded in the AAC format are 
often stored in an M4A file container 
and use the .M4A file extension. 

ALAC (Apple Lossless). Developed 
by Apple, this lossless format is con- 
sidered akin to FLAC. Similar to the 
ACC format, ALAC-encoded data is 
often stored in an M4A file container, 
with files sporting an .M4A extension. 

AIFF (Audio Interchange File For- 
mat). The AIFF format is an uncom- 
pressed audio format that's known 
for its use with Mac computers and 
for producing audio files very high in 
quality but also large in size. 

FLAC (Free Lossless Audio Codec). 

In addition to being open source, the 
FLAC format is arguably the most 
commonly used lossless audio format 
and is considered to produce files 
with high audio quality. 

MP3 (MPEG Audio Layer 3). Created 
in the 1980s, MP3 has long been the 
most popular audio format among 
users. The format uses a lossy com- 
pression that isn't considered as effi- 
cient as newer formats; however, the 
MP3 format is supported by virtually 
all modern portable devices. 

Vorbis. This lossy audio format is 
often referred to as Ogg Vorbis (an 
open-source audio and video file con- 
tainer). Files encoded in the format 
have an .OGG extension. Vorbis is 
considered to offer better quality than 
MP3 but is not as widely supported. 

WMA (Windows Media Audio). 

Developed by Microsoft, WMA is a 
proprietary, lossy format considered 
to produce audio files similar to MP3 
and ACC files but with less support 
among devices. 

WAV. This audio format creates un- 
compressed files that feature CD-like 
quality but that are especially large 
in size, as no data is removed during 
encoding. 



The key to ripping tracks effectively is in the bit rate, 
which is one element that affects the 
size and sound quality of a resulting audio file. 
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SONY MAKES A WALKMAN 
YOU CAN TAKE FOR A SWIM 

>■ Using a smartphone to listen to 
music during workouts is fine, but it's 
also clunky. Conversely, Sony's new 
Walkman Sports MP3 Player ( www 
.sony.com ) weighs just 1.1 ounce and 
is designed specifically for fitness en- 
thusiasts. Better, the 4GB player is en- 
tirely waterproof, so it can withstand 
your sweaty workout, a long run in 
the rain, and laps in the pool (at a 
depth of up to six feet). Impressively, 
a three-minute charge can power the 
headphones for up to 60 minutes of 
audio listening, while a full 90-minute 
charge provides eight hours. Sony's 
new Walkman Sports MP3 Player also 
supports drag-and-drop transfers, 
and its 13.5mm drivers deliver "deep 
bass and dynamic audio reproduc- 
tion." The headphones will be avail- 
able in a variety of colors beginning in 
March and will be priced at $99.99. 




CANON'S NEWEST ELPH SHUNS THE WIRES 

>- Available in red, grey, and silver hues, Canon's 
( www.usa.canon.com ) new compact 16MP PowerShot 
ELPH 130 IS ($199.99) features 8X optical zoom, a 
3-inch LCD screen, and a 28-244mm equivalent lens. 
Built-in Wi-Fi allows you to wirelessly transfer your 
images to social networking sites through CANON 
iMAGE GATEWAY*, to a PC or supported printer, or 
virtually anywhere on your supported iOS or Android 
device** with the free Canon Camera Window app. A 
new wireless history menu, meanwhile, details the last 
three uploading and sharing connections, and using the 
camera in ECO Mode bolsters battery life by 30%. 



* One-time registration required. 

** Compatible with iOS version 5.1/6.0 or later and Android version 2.3/4.0 or later. Data charges may apply. 
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ACER RAISES THE 
BAR WITH GORGEOUS 
ALL-IN-ONE PC 

> You could call Acer's Aspire U 
A7600U-UR308 all-in-one Win- 
dows 8 PC ($1,899.99; us.acer.com ) 
gorgeous, ultra-modern, or simply 
stunning. No matter the adjective 
applied, this stylistic beauty will 
make a fine addition to any office 
desktop or wall (thanks to an inte- 
grated VESA mount). Among other 
features, it includes a 1080p 27-inch 
edge-to-edge display that adjusts 
30 to 80 degrees and offers 10-point 
touch control. You'll also get 1TB 
of storage, stereo speakers with 
virtual surround sound, a Blu-ray 
Disc player, scads of connectivity 
options (including the ability to 
wirelessly pair with NFC- 
enabled mobile devices), 
and plenty of input /output 
options (including six USB 
ports and HDMI in and out). 




IN TAICHI, ASUS OFFERS TWO 
SCREENS & A "MIRROR" 

> If you've been seeking a tool 
that can serve multiple business 
masters, the ASUS Taichi ( usa.asus 
.com ) may be it. Described as an 
" incredible fusion of notebook and 
tablet," the Taichi's lid sports a 
1080p display on both the interior 
and exterior, thus enabling the 
Taichi to function as a notebook 
and tablet. The diversity continues 
in the form of a Mirror Mode that 
displays the same image on both 
screens, and a Dual Screen mode 
that lets the displays function in- 
dependently, making both modes 
ideal for presentation purposes. 
The 11.6-inch Taichi model is 
currently available for around 
$1,299; a 13.3-inch model is due 
out soon with pricing details 
to come. 
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LEVERAGE THE WEB 



Just as there are now virtual or 
cloud-based versions of software 
and storage solutions that used to 
be firmly entrenched in physical 
servers and desktops, there are now 
Web versions of Microsoft's widely 
used Office products. Word, Excel, 
and other Office programs are now 
included in a hosted service called 
Office 365 ( office365.microsoft.com ). 
But as familiar as you may be with 
the functionality of traditional Office 
products, there are plenty of new ca- 
pabilities, features, and collaborative 



possibilities to explore in the Web- 
based version. We offer some prac- 
tical tips and how-to steps to help 
you advance from novice to experi- 
enced Office 365 users. 

> CUSTOMIZE YOUR 
PUBLIC WEBSITE 

If your company uses SharePoint 
Online, you can update or add pages 
to your Public Website whether you're 
in the office or on the road. Click the 
Page tab and select Edit to start making 
changes to an existing page — say, to 



If your company uses SharePoint Online, 
you can update or add pages to your Public Website 
whether you're in the office or on the road. 



add new information and photos for 
a new product, update a schedule, 
or post to a blog. Use the Page tab to 
change layouts, the Insert tab to add 
content, or the Format Text tab to work 
with text. Or click the Page tab and 
select New to create an entirely new 
page for the Public Website. 

> CREATE PERSONAL 
& TEAM WEBSITES 

When you become an Office 365 user, 
you can activate a My Site website 
where you can manage and share docs 
hosted by SharePoint Online. A similar 
feature exists for team project manage- 
ment in the Team Site, where you can 
create a Team Site for syncing calendars, 
developing projects, and working of- 
fline. To start a team-accessible home 
base site in SharePoint, go to the Site 
Actions menu, choose New Site, and 
then click the Featured Items or Browse 
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All tab. Assign your team site a 
URL and title and click Create. 



Calendar > January 20 11 
January 2011 ■ > r 



>► ADD SHARED & 
PRIVATE NOTES 
DURING A LYNC 
MEETING 

Many times the records, lists, 
and important items you save 
in OneNote (Microsoft's digital 
note-taking software) turn into 
meeting agendas and tasks for 
colleagues, so it's convenient 
that Lync lets you save private 
notes or share notes for collaborative 
discussions. To start a note during an in- 
session Lync meeting, click the OneNote 
tab in the conversations window after 
you pause the presentation. Then select 
My Notes to start typing private notes 
or click Share Notes and choose a sec- 
tion for note-taking. 

> SHARE A PRESENTATION 

Lync not only lets you share your 
Desktop, a program window, a white- 
board, or a poll, but you also can share 
your PowerPoint presentations. When 
you start an IM (instant message) con- 
versation, click the Share drop-down 
menu and select the PowerPoint Pre- 
sentation option. After the presentation 
uploads, you can enable restrictions, 
such as who can enter the presentation, 
who presents, and who is allowed to an- 
notate the presentation. 

> SEND DOCUMENTS VIA 
INSTANT MESSAGE 

There are two ways to send a document 
as an attachment using Lync: from the 
document itself or through an open 
IM window. Within the document you 
intend to send, click File, click Save & 
Send, and then select Send By Instant 
Message. In the Address Book window, 
add the recipient names in the To field 
and make sure you can see the attach- 
ment in the IM window. Alternatively, 
you can start an IM conversation with 
a recipient, click the paper clip icon (for 
sending attachments), choose a file, 
click Open, select the item you intend to 
share, and send. 
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There are plenty of 
helpful features built 
into Office 365 to 
keep you organized. 
For example, you 
can customize your 
Outlook calendar 
Web app as you plan 
meetings and work 
toward deadlines. 



>- EDITOR VIEW DOCS IN 
REAL TIME 

Another advantage of SharePoint is the 
ability for multiple users to work in the 
same documents simultaneously. To 
access a document that's available for 
team editing, find the document link 
in your SharePoint website's document 
library, hover over and click the arrow 
(if you're asked to select Ready Only 
or Edit), and choose View In Brows- 
er or Edit In Browser. Accessing doc- 
uments in this way requires that the 
corresponding Microsoft Web App 
(Word, Excel, PowerPoint, or OneNote) 
is installed. 

> SHARE YOUR CALENDAR 

Office 365 Outlook includes calendar 
sharing options that let you select a con- 
tact or group of people who may access 
your schedule. You can do so by en- 
tering the Calendar view, clicking Share, 
and choosing Share This Calendar. 
Next, insert the individual or group 
who will receive the shared calendar. 

>► STAY IN TOUCH WITH 
COLLEAGUES VIA MOBILE APP 

If your company uses Microsoft Lync, 
try the mobile app when you're away 
from the office. The Lync app is avail- 
able for a variety of mobile platforms 
and provides you with capabilities sim- 
ilar to those of the desktop version. Log 
in and start connecting with colleagues 
directly via IM, or use the app to place 
calls, start an email message, or partici- 
pate in a videoconference. As with the 



desktop Lync, you can use the app to let 
others know your present availability, 
as well. 

> USE YOUR MOBILE DEVICE 
TO SHARE DOCS 

Microsoft recommends two sharing 
methods from mobile: sharing with 
recipients you invite to your site and 
sharing via a guest link. Both methods 
may require you to switch from mobile 
to PC view through the Settings menu. 
To share with site invitees, tap More in 
the document library, then tap Share. 
Next, type the appropriate names or 
email addresses of those with whom 
you're sharing the doc. Next, select Can 
Edit or Can View; check the Require 
Sign-In box. If you would like to add a 
message, choose Show Options and tap 
Send An Email Invitation. If you opt to 
send a guest link, simply uncheck the 
Require Sign-In check box. 

> RECORD COLLABORATION 
SESSIONS USING LYNC 

Lync helps you document current mul- 
tiuser conversations, calls, and meet- 
ings so you can easily reference pivotal 
conversations. To do this while you're 
in Lync, direct your pointer to the con- 
versation window and click the More 
Options menu (two arrows on the right 
side of the window). Next, click Start 
Recording. You can access saved record- 
ings by navigating to the Microsoft Lync 
Recording Manager. Click Start, select 
All Programs, and then click Microsoft 
Lync. Open the Manager and choose 
your preferred recording. 
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KEEPS PROJECTS IN SYNC 



AS THE NUMBER OF EMPLOYEES doing 

business outside the walls of the tra- 
ditional office environment increases, 
companies of all sizes are adopting new 
ways of getting work done. Namely, 
they're moving toward more flexible, 
efficient cloud-based services. Although 
the purposes of online SaaS (software as 
a service) options vary greatly, users are 
rapidly taking advantage of seamless 
conferencing, file sharing, idea gener- 
ating, and so much more. Read on to 
find a service that suits your collabora- 
tive needs. 

> TAKE DOCUMENTS OFFLINE 

It seems inevitable that wireless In- 
ternet availability determines when 
and where you edit online documents 
while you are on the road. But with the 
help of the right device-specific offline 
app, you don't have to postpone work 
until you are within range of a Wi-Fi 



hotspot. Some basic apps primarily let 
you read docs offline, whereas more 
feature-packed options let you edit and 
save changes to collaborative docu- 
ments, spreadsheets, and presentations. 
Microsoft, for instance, provides a solu- 
tion for offline workers through Office 
365 's SharePoint Online ( office365.micro 
soft.com ). Using the program's MySite 
tool, you can create copies of documents 
on your PC and work on them later 
when you are offline. Then, when you 
connect to the cloud again, SharePoint 
automatically syncs your work. 

> DON'T FORGET 
YOUR WEBCAM 

Collaboration is accomplished on an 
international level these days, which 
means that face-to-face conversations 
with globetrotting team members are 
commonly conducted via LCD touch- 
screens. Whether you're working on a 



smartphone, tablet, laptop, or PC, using 
your webcam as a collaboration tool 
connects you to colleagues and clients 
more intimately than the routine con- 
ference call. We suggest using a vid- 
eoconferencing app or software that 
supports multiuser conversations. 
Some options also let you incorporate 
shared whiteboards and simultaneous 
document editing. 

> CONSIDER 
FILE-SHARING TOOLS 

If you need to share documents that 
don't contain particularly sensitive 
data, you can do so using a file-sharing 
service. Most file-sharing services let 
you securely upload and store a lim- 
ited number of gigabytes (2 to 5GB is 
common) of data. Some services also 
give you the tools to organize your files. 
Sharing from your mobile device makes 
on-the-go collaboration convenient, so 
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Sale Prices 

Contoso Hotel - Chicago agrees to purchase Fabrikam furniture according to the following prices: 



Furniture 


Price 


Quantity 


King-si ie Bed 


$8,100 


40 


Queen-size Bed 


$7,500 


50 


3 -drawer Chest 


$2,000 


7 


Ottoman 


$450 


85 



Cost of S< 

Contoso Hotel 
the following ui 



AiiUiort milling thi» document 



Tomas Navafro 



irikam for furniture purchased within 60 days of placing an order based on 
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With a cloud service such as Microsoft Office 365, you can co-author Word documents, Excel sheets, 
and other files with colleagues. Unlike traditional Office products, you don't have to save a separate 
version for yourself or wait until another person closes the file. 
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If you're a Windows Phone user, you can easily access Office 365 apps from your device. Specifically, you're 
able to start a new OneNote page, create a new Office document, or edit files saved in SharePoint. 



it's beneficial to check out file-sharing 
apps appropriate for your device. 

> CONSIDER ONLINE 
PRODUCTIVITY TOOLS 

A plethora of Web apps fall under the 
umbrella of ''productivity/' but in no 
way is that a bad thing because there is 
an app for practically every task, prior- 
ity, project, and goal. For instance, you 
can use project management tools to 
juggle deadlines, share photo albums, 
manage to-do lists, track workflows, 
and more. Adding to these capabil- 
ities, Microsoft Office 365 gives team 
members shared access to master 
documents via user-created intranet 
sites, so they can edit in real-time and 
manage file access among customers 
and partners. 

>- USE WHITEBOARDS TO 
SHARE IDEAS 

When you can't meet in person, you 
and your virtual team can interact and 
brainstorm on full-featured online 
whiteboards. Browser-based white- 
boards typically let you invite meeting 
participants to create and sketch on the 
same board. A number of whiteboard 
apps also support real-time collabora- 
tion in which everyone in the session is 
an equal participant. This is a good tool 
for tablet users who want to share ideas 
on the go but need input from others. 

> ACCOMPLISH MORE WITH 
WEB APPS THAT COMBINE 
DIFFERENT CAPABILITIES 

Multitaskers take note: Not only can 
you collaborate with more team mem- 
bers in the cloud than ever before, 
but you can also complete more tasks 
within the same service. Want to walk 
your team through a live slideshow 
from a presentation sharing service? No 
problem. Need to create flow diagrams 
and share relevant images with your 
colleagues online? There's a service for 
that. And, if your team and a third-party 
developer are working on a website, 
for example, but you want to obtain 
feedback from them during the build, 
you can work together in a virtual space 



where anyone can add comments, crop 
images, and edit code on the back end. 

> MANAGE TIME & TASKS 

Organizing daily, weekly, and monthly 
schedules and all the associated meet- 
ings, deadlines, projects, and so forth 
can become a daunting task. Among 
the available cloud-based sites and mo- 
bile device apps, you can find apps and 
services that will help you manage your 
work life. Consider utilizing event-based 
planners, group-oriented reminder apps, 
services for meeting coordination, and 
visual to-do lists to keep your busy life 
on track. 

SPRINT DOCUMENTS 

When you need to print content from 
your mobile device, you can use one 



of many available apps to print doc- 
uments to supported printers any- 
where in the world. For example, if 
you are working on a presentation on 
your tablet while traveling and need 
to distribute copies to colleagues, you 
can print the presentation to a print- 
er in your main office. Some mobile 
printing apps let you search a directo- 
ry for nearby printers (such as those 
in hotels or airports) or locate a print- 
er via GPS, so if you need to print a 
boarding pass or other content from 
your device while traveling, you can 
do that, too. Some cloud-based print- 
ing apps and services also provide 
the option to print by sending an email 
attachment to a supported printer, or 
to print documents saved in an online 
storage service. • 
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PowerPoint Tips For 

ADDING CHARTS & GRAPHS 



The scenario is familiar to traveling 
professionals: your PowerPoint presen- 
tation is all set when new and relevant 
information comes to light and must 
be added. If you're on the road or in 
the sky and find yourself having to 
add charts or graphs to a PowerPoint 
presentation, this article will help. We 
include tips designed for PowerPoint 
novices and adept PowerPoint users 
seeking specific chart-making advice. 

> CREATE A BASIC 
CHART OR GRAPH 

To insert a colorful chart or graph il- 
lustration into your PowerPoint presen- 
tation, locate the Insert tab and select 
Chart. Next, look through the avail- 
able chart types (Bar, Column, Line, 
Pie, etc.), select the design that best rep- 
resents the information you want to 
share, and click OK. A Microsoft Excel 
chart will open with placeholder text 



and figures you can replace with rel- 
evant data. When you finish entering 
information, click File and Close to open 
the finished chart in PowerPoint. 

> SAVE & MANAGE 
CHART TEMPLATES 

If you want to adjust the look of an 
existing chart, click the chart in the 
PowerPoint slide, and the Chart Tools 
contextual tab appears. Keep in mind 
Chart Tools will only appear when a 
chart is selected. Open the Design tab 
and you can manipulate the overall 
layout of a chart, adjust its style, and 
save it as a template that's useful for fu- 
ture presentations. To adjust the orien- 
tation, size, or spacing of a chart's data 
and graphical elements, expand the 
Charts Layouts pane and choose one 
of the nine layout options. You can also 
change chart elements and background 
colors by selecting options from Chart 



Styles section on the Design tab. When 
you've fashioned a chart you'd like to 
reuse, click the Save As Template but- 
ton on the Design tab. Name the chart 
and PowerPoint saves it with the .CRTX 
file extension, which indicates it is a 
chart template. 

> HIGHLIGHT IMPORTANT DATA 
IN A POWERPOINT CHART 

Whether you're presenting numerous 
charts or need to add emphasis to spe- 
cific data within a chart, sometimes it's 
beneficial to call out key points for sim- 
plicity's sake. Locate the Drawing pane 
in the Home tab and expand the Shapes 
menu. Select one that is appropriate for 
emphasizing information in your chart, 
and then click anywhere in the chart to 
place the shape. To customize the shape, 
select it and click the Shape Fill, Shape 
Outline, Shape Effects, and Quick Styles 
options in the Drawing pane. 
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Microsoft PowerPoint's Design tab in the Chart Tools contextual tab lets you modify the layout of 
your chart and adjust its style. These settings help you create one-of-a-kind charts and graphs that 
illuminate important statistics or values. 
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You can an outline a graphical element, change its color, and add unique effects to a chart or graph all within 
PowerPoint. In addition, applying WordArt Styles will change the fill color, shade, and outline of selected text. 



> INSERT A CHART 
THAT'S LINKED TO EXCEL 

If you're used to working in Excel 
and prefer to construct the skeleton of 
your chart first, you can easily compile 
data in Excel and then create a chart 
in Excel to use in PowerPoint. Start by 
entering values in an Excel workbook. 
Highlight all necessary data cells, 
click Insert, and apply a preferred 
chart style in the Charts pane. Next, 
select the newly created chart and 
click Copy in the Home tab. Open a 
current or new PowerPoint slide, and 
find the Clipboard pane. Click the 
Paste drop-down arrow and choose 
Keep Source Formatting & Link Data 
(to maintain the appearance of the 
Excel file) or Use Destination Theme & 
Link Data (to match the chart appear- 
ance with the presentation). 

> EDIT & ADD LABELS 
TO A CHART 

A chart that includes a lot of num- 
bers or a detailed legend may require 
some editing, especially because you 
want it to look polished for presen- 
tation purposes. These fine-tuning 
tools are located in the Labels pane 
of the Layout tab on the Chart Tools 
contextual tab. If you notice that 
your chart is missing a title, you can 
add one by clicking Chart Title and 
selecting Centered Overlay Title or 
Above Chart — this displays a title at 
the top of the chart. You can browse 
the remaining label options to add 
axis titles, insert legend variations, 
and manipulate data. 

> ADJUST STYLE & TEXT 

To put the finishing touches of color 
and contrast on a chart, start by clicking 
the Format tab in the Chart Tools con- 
textual tab. You can enhance back- 
grounds, category shapes, and 3D chart 
elements when you use options on 
the Shape Styles pane for each feature. 
Options on the WordArt Styles pane 
let you apply fill colors, outlines, and 
effects to chart text. To view every part 
of your chart (such as depth, floor, hori- 
zontal axis, side wall, and so on), click 



the drop-down arrow at the top of the 
Current Selection pane. 

> MODIFY DATA 

IN AN EXISTING CHART 

Regardless of whether you created 
your initial chart in Excel or Power- 
Point, you should be able to modify 
data without much hassle. In Power- 
Point, click the chart you intend to 
change and select the Design tab in 
the Chart Tools contextual tab. Next, 
click Edit Data in the Data pane. Excel 
opens the data sheet in a new win- 
dow and from here you can click and 
edit individual cells. Simply closing 
the Excel file will refresh and save the 
new content. 



> ENHANCE A CHART 
WITH ANIMATION 

If you want to emphasize a particular 
data group, you can add one or many 
animations to a graph or chart. Under 
the Animations tab, the Animation 
pane has approximately 30 default 
animations that you can apply to 
your chart. Explore extra effects by 
clicking More Entrance Effects, More 
Emphasis Effects, or More Exit Effects 
at the bottom of the Animation menu. 
To stagger the animation of individual 
objects, click Effect Options and se- 
lect one of the following functions: 
As One Object, By Series, By Category, 
Be Element In Series, or By Element 
In Category. 
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Solve Notebook-Projector 

SETUP PROBLEMS 



You're ready to give your presenta- 
tion, but until that first slide appears 
on the big screen, you can never be 
sure that your equipment has got 
your back. We can't tell you not to 
worry, but these handy tips should 
help bail you out if your presentation 
goes south. 

> HARDWARE & CABLE 
CONNECTIONS 

It can be difficult to track down the 
source of problems that occur when 
connecting a notebook and projector. 
Here are some things to watch for. 

Video. Turn off all equipment and 
connect your notebook's video out port 
to the projector. The usual connection 
choices for a notebook are VGA (Video 
Graphics Array), DVI (Digital Visual In- 
terface), HDMI (HD Multimedia Inter- 
face), and DisplayPort. Many projectors 



If you are using a wireless device, make sure the 
notebook has the appropriate wireless connection 
enabled. This is typically Bluetooth 
or a USB port wireless dongle. 



have VGA and one or more digital con- 
nections. If possible, use a digital connec- 
tion for high quality. 

Sound. Some HDMI and Display- 
Port digital video connections can carry 
audio through the same port, but both 
notebook and projector must support 
audio over the digital video connection. 
Traditionally, audio is connected using 
the notebook's audio out jacks and the 
projector's audio in ports; both of these 
are often RCA or 3.5mm. If you're not 
using the projector's built-in speakers, 
make sure you connect your notebook's 
audio out to the sound system you 



intend to use and turn the volume down 
on the projector's speakers. 

Mouse. If you are using a mouse, or 
a remote mouse controller, make sure 
the controller/mouse is connected, 
usually through the notebook's USB 
port. If you are using a wireless device, 
make sure the notebook has the ap- 
propriate wireless connection enabled. 
This is typically Bluetooth or a USB 
port wireless dongle. 

>► NETWORK CONNECTION 

Many venues supply network projec- 
tors, which are made available as a 
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TOP flj) NOTEBOOK-PROJECTOR 

Turn off all equipment 
before connecting the note- 
book to the projector. 

If possible, use a digital 
connection to ensure a 
high-quality presentation. 

If you're not using the pro- 
jector's built-in speakers, 
turn them down and con- 
nect the notebook's audio 
out to the sound system. 

If you're using a wireless 
mouse or controller, make 
sure you can establish the 
wireless connection. 

Use the straightforward 
network connection feature 
in Win7 to connect to a net- 
work projector. 

If there is no video, check 
all the ports and then 
' ™ check Windows' Screen 
Resolution settings. 

Out-of-range messages can 
be solved by adjusting the 
screen resolution. 

When a projected image 
isn't proportionally correct, 
• V try repositioning the pro- 
jector and/ or changing the 
projector's keystone setting. 

If a display turns off during 
a presentation, check the 
notebook's power manage- 
ment settings. 

If video isn't displaying cor- 
rectly, change the Display 
settings to make the pro- 
jector the primary display. 



shared resource. Making a connection 
to a network projector is as easy as plug- 
ging your notebook into the corporate 
network via wired or wireless Ethernet. 
Check with the company's IT staff for 
specifics. Once connected, use the net- 
work connection wizard in Windows 7 
to find the projector you wish to use: 

Click Start (the Windows button in 

the bottom-left corner of the screen). 

Click All Programs. 

Click Accessories. 

Click Connect To A Network 

Projector. 

► The network connection wizard may 
inform you that your notebook's 
firewall is blocking the ability to 
connect with the projector. Click to 
establish the network connection. 
Either have the wizard search for 
available network projectors or 
enter the projector's address manu- 
ally if it is available. 

Once connected, a Network Pre- 
sentation window will minimize to your 
Taskbar. When you're ready to make 
your presentation, open the Network 
Presentation window and select Resume. 
Your notebook will treat the network 
projector like an external monitor. 

> NO VIDEO 

In many cases, your notebook will de- 
tect that you have a projector plugged 
into one of its video outputs and will 
automatically turn on the port. Not all 
notebooks do this, however; and even 
those that do can still have missing 
video if the notebook isn't set to dupli- 
cate the Desktop or extend it to the sec- 
ondary monitor (the projector). Many 
notebooks use a function key combina- 
tion to toggle the projector port on or 
off and set how you can use the dis- 
play. We recommend using the control 
panels in Win7: 

Right-click a blank area on the 

Desktop. 

Select Screen Resolution. 

Select the second display from the 

drop-down menu. 

Select Extend These Displays from 

the Multiple Displays drop-down 



menu. Your Desktop background 
should now appear on the projector. 

Win7 also has a pop-up display for 
selecting the content that is sent to the 
projector. Press the Windows-P keys to 
bring up the four possible selections: 

Computer only (turns the projector 

display off) 

Duplicate (mirrors your computer's 
Desktop on the projector) 

Extend (uses the projector as an ex- 
tension of your Desktop) 

Projector only (turns off your note- 
book's display and uses the projector 
as the main display) 

> VIDEO IS OUT OF RANGE 

When the projector can't reconcile a 
video signal from a notebook with its 
preset resolution, it displays an out-of- 
range message. To solve this in Win7: 

Right-click a blank area on the 

Desktop. 

Select Screen Resolution. 

Select the display associated with 

the projector. 

> Use the resolution drop-down 
menu to adjust the resolution to 
the correct value. Try 800 x 600 or 
1,024 x 768 as these are resolutions 
that many projectors can handle. 

> DISPLAY TURNS OFF 

If the projector's display turns off 
during your presentation, check your 
notebook's power management fea- 
ture, especially if you're running the 
notebook off of its battery. Whenever 
possible, use your AC adapter to run 
your notebook. 

> VIDEO WONT DISPLAY 
OR IS CHOPPY 

Your slide presentation works fine, but 
when you try to show a video, all you 
see is a blank window or a choppy ren- 
dition of the video. Trying to display 
a video on two monitors can be too 
much for a video card that has marginal 
graphics capabilities. If video isn't dis- 
playing correctly, change the Display 
settings to make the projector the pri- 
mary display. 
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